


2

CONTENTS

n   THE BIG PICTURE    3 
A world of risk & opportunity—AdriAn LAdbury.

n   STATE OF THE MARKET    5 
André Thibeault, professor of banking and financial markets at Vlerick Business School in Brussels and Ghent  

forecasts difficult times ahead for the Benelux insurance market as premium growth is sluggish, underwriting  

profits challenging in a highly competitive market and low interest rates hold back investment returns.

n   RISING TO THE TERROR THREAT    8 
Rolf Tophoven, Director of the Institute for Crisis Prevention based in Germany urges us all to raise vigilance  

levels and use good intelligence to confront the risk of terror presented by IS. But above all the lifeblood of  

terrorism—the young recruits flocking to Syria and Iraq—need to be persuaded not to go.

n   THE CYBER REVOLUTION—PANEL DEBATE    13 
Two leading risk managers, an insurer and an IT consultant took part in a wide ranging debate about cyber risk  

that asked what the risk actually is, how it is best measured and managed and ultimately insured. Audience  

participation ensured a lively discussion that focused on core questions for all.

n   CYBER MASTERCLASS    16 
The Forum opened with a morning Masterclass hosted for young risk managers that provided an insightful  

analysis of how to approach the management and transfer of cyber risk. This is accompanied by a Q&A with  

ACE Europe’s cyber expert Kyle Bryant.

n   GLOBAL PROGRAMMES    18 
Suresh Krishnan, executive vice president, global accounts division, Asia Pacific, Europe and Latin America,  

ACE advises risk managers that there are no easy answers to this complex and evolving area and stresses that  

the key is to be clear about what is needed, what is actually delivered and communicate effectively before,  

during and after the process of building a global programme.

n   IN PERSON    20 
Adrian Ladbury interviews Gaëtan Lefèvre, Chairman of Belrim, the Belgian Risk Management Association,  

and Risk & Insurance Manager of Groupe CMI about how the market can work together to step up the pace  

on innovation in key areas such as cyber.

Whilst every care has been taken in publishing this report neither the publisher nor any of the contributors accept  
responsibility for any errors it may contain or for any losses howsoever arising from or in reliance upon its contents.  

Editor: Adrian Ladbury • www.commercialriskeurope.com • Published by Rubicon Media Ltd • © Rubicon Media Ltd 2015



3

Risk shared is 
risk reduced

T
his year’s ACE Benelux Risk Forum, organised 
in partnership with Belgian risk management 
association Belrim and Dutch association 
Narim, was another fascinating and thought-
provoking event.

It was an honour to chair the event for the third year 
in a row that was again held at the Vlerick Business School, 
this year at its new campus in Brussels.

Fittingly, at an event held at an academic institution, 
the seminar kicked off with two challenging presentations 
by thought leaders in their fields. 

André Thibeault, professor of banking and financial 
markets at Vlerick spoke about the state of, and outlook, 
for the Benelux insurance market. He concluded that 
the outlook is not so rosy for the market, as it struggles 
to balance the ever-competing demands of customers 
for better value coverage and ever improved service 
with the demands of shareholders in a low interest rate 
environment. 

Rolf Tophoven, Director of the Institute for Crisis 
Prevention based in Germany, gave a rather scary 
presentation about the rise of ISIS and evolving nature 
of terrorism. He pointed out that the rise of the modern, 
technology based economy has fuelled the creation of a 
new style of terror threat that is more difficult than ever 
before to combat. Mr Tophoven concluded that traditional 
counter terrorist strategies just will not work in today’s 
environment.

The only way to stop young European Mulsims 
joining the ranks of ISIS is to integrate them properly into 
European society, a multi-faceted challenge for us all.

The next session focused on cyber risk, the hot topic 
of the day in corporate risk management circles, if not all 
areas of business.

An impressive group of risk, insurance and IT experts 
took the stage to discuss how this seemingly ever-growing 
and evolving risk should be defined, identified, measured, 
managed and ultimately transferred.

It was agreed that cyber risk offers a big potential 
opportunity for risk managers to make a major corporate 
statement about their worth by bringing together the 
various interested parties and making sure that companies 
tackle this risk in a holistic and enterprise-wide manner.   

The good news is that the insurance market is making 
significant strides in the way that this risk is insured and 

big talking points in the market are being thrashed out in a 
healthy and collective manner.

But, as the discussion and preceding Masterclass for 
young risk managers in the morning showed, there is still 
plenty of room for improvement and clarity. As ACE’s 
European cyber expert Kyle Bryant conclude the key to 
further progress in this field will be clarity. Clarity about 
what is wanted and needed and what clarity about what is 
actually delivered.

Another very topical area where clarity is in high 
demand is global programmes.

ACE drafted its global expert Suresh Krishnan to give 
a detailed guide to the complex and often perplexing 
world of international insurance coverage design and 
compliance.

In his inimitable fashion, Mr Krishnan managed to boil 
down this complicated an often conflicting area of risk to a 
few basic messages. The key one being that, as with cyber, 
the best way to navigate through this tempest is to ensure 
that you are absolutely crystal clear about what you are 
trying to achieve in the first place then spend invaluable 
time testing and checking that what you think you have in 
place will actually work.

That way nasty surprises will be avoided and that is 
what risk management is all about!

I sincerely hope that you enjoy reading the highlights 
of this excellent conference that we have produced along 
with ACE and the willing co-operation of the speakers.

We at Commercial Risk Europe and the risk managers 
we spoke to during and after the event certainly found it 
worthwhile. We look forward to doing it again next year.

Adrian Ladbury
EditoriAL dirEctor 

Commercial Risk Europe

THE BIG PICTURE
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 André Thibeault.
 

Time to  
dig deep

 

André Thibeault, professor of banking  
and financial markets at Vlerick Business  
School in Brussels and Ghent gave delegates  
at this year’s ACE Benelux Risk Forum an  
in-depth analysis of the recent performance 
and future prospects of the Benelux insurance 
industry. He forecast difficult times ahead as 
premium growth is sluggish, underwriting 
profits challenging in a highly competitive 
market and low interest rates hold back 
investment returns. AdriAn LAdbury reports.

P
rofEssor André thibEAuLt opEnEd his 
presentation on the performance and future of the 
Benelux Insurance industry at this year’s Benelux 
Risk Form by first considering the importance of 
the financial sector in the Netherlands and Belgium 

[See graph, right]. 
He described Luxembourg as a ‘special place’, with almost 

20% of consolidated total assets of all credit institutions 
against Gross Domestic Product (GDP), which is why he 
excluded it from the analysis. 

Belgian’s ratio of total credit assets against GDP stood at 
about 3.5% in 2013 while the ratio was 4.82%, according to 
Professor Thibeault. 

When measured by employment levels the figures show 
that in Belgium the numbers are on a downward trend in 
recent times. 

Professor Thibeault concluded that this was probably 
because the business has become more efficient in the way it is 
managed. The same trend is evident in the Netherlands. 

Despite the employment trend, Professor Thibeault 
concluded that the financial sector remains an important 
contributor to the economy of the Benelux.

Next Professor Thibeault discussed the profitability using 

the long established measure of returns on equity (ROE) 
known as the Du Pont Analysis, so called because it was first 
used by the US chemical company DuPont Corporation in the 
1920s.

Professor Thibeault said that it is possible to use this model 
for the insurance sector just as analysts do for the banking 
sector because of the similarities between the core revenues, 
that is deposits for banks and premiums for insurers.

The two core elements that ROE is based upon in insurance 
is profit margin (based on the underwriting results and net 
investment result, and the solvency ratio) the reserves held 
back to cover future claims.

“The profit margin will be the net profit divided by my 
total revenue and the solvency ratio is actually more of 
a leverage ratio. This is based on total income divided by 
capital,” explained the Professor.

“If we try to turn this into a more managerial point of view 
then the amount to give to the shareholders is determined 
by two major components – operational profitability and my 

STATE OF THE MARKET
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willingness to take solvency risk. This is what will count as the 
leverage factor. My operational profitability will be driven by 
my capacity to generate revenue in two ways, underwriting 
and investment.”

The professor’s longer term analysis of profitability in 
the sector showed that since 1999 the ROE of the non-life 
insurance industry has averaged at around 10% between 1999 
and 2007; since then it has fallen to an average of more like 
7% [See graph, top right].

The element that Professor Thibeault found most surprising 
was the fact that the group of US, Canadian, French, German, 
Italian, UK, Japanese and Australian insurers included only 
managed an underwriting profit in five of the 15 years covered.  

The industry has actually made a slight underwriting profit 
in the last two year based on this Swiss Re Sigma sample group. 
But, as Professor Thibeault correctly assumed, this was because 
of fewer claims in 2013 and 2014. 

The academic also correctly concluded that the reason 
for the low underwriting profits is because high levels of 
competition among insurers are driving prices down.

Professor Thibeault pointed out that the same picture 
emerges in Belgium and the Netherlands as with Swiss Re’s 
global Sigma sample.

“What can we conclude from this ROE analysis? That the 
results in the insurance industry are not great, but can be 
described as good at around 8% to10%. This is comparable 
to what we can find for the big banks in Europe. But not 
comparable to what we can find in other parts if the world,” 
he concluded.

SOLVENCY VS PROFITS 

Professor Thibeault pointed out that the solvency ratio for 
companies in the Netherlands is actually more than double the 
requirement. And this clearly impacts the profitability.

“This means that, on the willingness to take risk, the 
insurance sector is very safe. This is probably driven partly by 
Solvency II. Companies are getting themselves ready to comply 
with this new regulation. If this has a negative impact on the 
ROE, the insurance company will have to improve operational 
profitability to compensate for that,” he pointed out.

The European insurance market is the largest in the world, 
followed closely by North America, but emerging markets are 
growing faster.

Professor Thibeault said that the real premium growth rate 
in 2013 in advanced markets was negative for life and very low 
for non-life, at a total rate of only 30 basis points [See graph, 
bottom right]. 

This compares with a growth rate of about 14% in 
emerging Asia, about 7% in Latin America and the Caribbean 
and an overall emerging markets growth rate of about 8%.

“That means that European companies that are operating 
in their domestic market only might have problems in terms 
of profitability,” he said.

“The action is taking place in emerging Asia.  There are 
opportunities to expand globally in the world. The European 
market is the biggest market but we see that it is difficult to 
make money here,” continued Professor Thibeault. 

So, he asked, how can we make money? Well, according to 
the Professor, the Netherlands is actually very well placed in 
terms of total premium per capita. At 4.5%, it is only second 
to Switzerland in the European insurance density league table, 
according to the trade association Insurance Europe. This is 
largely driven by private health insurance, he added.

Belgium sits in 10th place with 2.5%. In terms of insurance 
penetration, premiums as a percentage of GDP, the overall 
European number increased slightly from 7.6% to 7.68% 
between 2012 and 2013. On this basis Belgium reported 7.3% 
while the Netherlands was the highest with 12.5%.

By total gross written premiums reported in 2013, the 
Netherlands posted €75.5bn in 2013, a 0.4% increase on the 
year before, while Belgium actually reported a 14.2% fall down 
to €27.8bn.

The average European growth rate was 2.1% over the 
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STATE OF THE MARKET

period, according to Insurance Europe.
Professor Thibeault explained that the fall in premiums in 

Belgium was largely driven by the life market that was hit by a 
tax increase from 1.1% to 2% [See chart, above].

Over the period, life and non-life gross premiums written 
fell in Belgium. In the Netherlands non-life premiums fell 
while the life book slightly rose, delivering the overall growth. 

Both markets are highly concentrated with five companies 
responsible for more than 60% of total market premium, 
pointed out the professor. 

Next he took a look at the second leg of profitability: the 
investment element. 

He pointed out that the insurance sector is the largest 
institutional investor and manages about 12% of global 
financial assets. According to Insurance Europe the assets of 
European insurers have grown steadily over the last decade, 
from about €5.7trn in 20014 to about €8.5trn in 2013.

The professor pointed out that, given the differences 
between the duration and liquidity of insurance liabilities, 
asset allocation will of course differ between the life and non-
life sectors.

Generally speaking, 
however, these assets are 
invested in low risk products, 
mainly fixed income tools such 
as government and corporate 
bonds.

“The long term government 
bond yield from 1989 to now is 
a downward trend and now we 
are living in a very low interest 
rate environment. That means 
for the insurance company it 
will also be difficult to reach 
target profitability  
by focusing on this second 
leg,” said Professor Thibeault  
[See chart, right]. 

He concluded that the outlook is not that bright for 
shareholders in the sector.

“To conclude, there are two major value drivers: 
Underwriting profit and investment returns. The underwriting 
business is really under pressure in the Benelux and the 
sector has a huge portfolio of fixed income securities in a low 
interest rate environment. This doesn’t help to create value for 
shareholders,” he said.

“Let’s hope that the Fed (US Federal Reserve Bank) will 
increase the interest rate in the US and that will spread to 
Europe. I don’t think we can see the European central bank 
start to increase the rate in the current environment. The 
pressure from Solvency II to further increase the level of 
solvency and to reduce leverage will also have a negative 
impact on the ROE. We have seen good results, that have been 
about 8–10%. But claims have been very low during the last 
two years,” continued Professor Thibeault.

PUSH TO CONSOLIDATE 

Most analysts and market commentators see a direct link 
between these tough operating conditions and the recent wave 
of mergers and acquisitions in the industry.

“A few days ago Charles Phillips, the CEO at Amlin 
considered that the smallest companies might not survive the 
economic and competitive environment. He’s expecting that 
there will be a concentration in the insurance industry,” said 
the professor. But not everyone will struggle in this market.  
John Nelson, Chairman of Lloyd’s, recently predicted that the 
market for specialty insurance is expected to grow from the 
current $600bn to $2,000bn, he pointed out. 

“So there is some growth in the market that might benefit 
some underwriters. In a very competitive market, those with 
a good international reach will be able to benefit from their 
growth in the emerging markets. They will be able to share the 
benefits of the emerging markets with their clients,” concluded 
Professor Thibeault.
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RISING TO THE TERROR THREAT

 Rolf Tophoven.
 

Cut the 
source of 
terrorism

 

Rolf Tophoven, Director of the Institute for 
Crisis Prevention based in Germany gave a 
chilling analysis of the current and potential 
future threat posed by Islamic State (IS). 
He urges us all to raise vigilance levels and 
use good intelligence to confront the risk. 
But above all the expert concluded that the 
lifeblood of terrorism—the young recruits 
flocking to Syria and Iraq—need to be 
persuaded to stay. AdriAn LAdbury reports.

T
hE tError AttAcks on thE twin towErs in 
September 2001 represented a fundamental 
change in the worldwide security architecture, 
Rolf Tophoven, Director of the Institute for 
Crisis Prevention, told delegates at this year’s 

Benelux Risk Forum at Vlerick Business School in Brussels.
Mr Tophoven commented that for all those involved 

in the world of risk management this new era represents 
‘very fertile ground.’

As recent attacks in Paris, Copenhagen and Brussels 
have shown, this rapidly evolving risk needs to be 
managed and managed very actively. 

Mr Tophoven said that the most important change is 
underway in the Middle East, mainly in Syria, and Iraq. 

“All of you know about Islamic State. The main focus 
of IS is brutal, Islamic law, more extreme than Bin Laden. 
It has a global marketing philosophy. All the young 
people going there are not afraid of these brutalities,” 
explained Mr Tophoven.

The German terrorism expert showed how IS has built 
its virtual state, using a diagram showing the leadership 
and main councils that run the operation [See graph, 
bottom].

“We must not underestimate IS. It’s built very 

professionally and is highly sophisticated like a real state,” 
warned Mr Tophoven.

“IS is more dangerous than Bin Laden… this is a new 
form of terror and worldwide threat. Media is the most 
important weapon of IS. This is why they attract young 
people. IS has created a state in Syria and Iraq. It is not 
formally recognised, but it’s like a real state,” he added.

Mr Tophoven explained that nowadays a huge 
operation is not needed to commit terrorism. It is  
highly sophisticated, well planned and the terrorists  
are ‘very intensive’ in the preparation and of course  
this makes it more difficult than ever to identify and 
prevent the risk from manifesting itself. “One single  
actor is enough to create and plant a bomb… this is  
new tactical behaviour,” the terror expert told delegates. 
And it’s cheap.

The attacks on the US embassies in Kenya and 
Tanzania in 1998 cost roughly $50,000 and the attack on 
the USS Cole in 2000 cost less than $10,000. The attacks 

“Bin Laden 
is dead— 
Al-Qaida  

and IS are 
alive.”
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in Bali in 2002 cost less than $50,000 and Madrid in 2004 
up to €55,000.

The terror attacks on Washington and New York in 
2001 cost a maximum of $500,000, said Mr Tophoven. 
These costs are a fraction of the total loss of these 
attacks—damages, clean-up efforts, aid payments, which 
amount to 135 billion US dollars.

The battle against IS is made all the more challenging 
for authorities because the individuals who join the 
movement tend to be European converts. He explained 
that these new recruits usually did not fight the Soviet 
Union in Afghanistan. They have not been trained in 
the terror camps of the ‘old’ Al Qaida but rather in terror 
camps at the border of Afghanistan and Pakistan. Such 
camps are also now up and running in Somalia, Yemen, 
Mali, Egypt and of course Syria.

FIFTH COLUMN

“They live among us. They are members of European 
immigrant or migrant circles of Arabic Muslim 
communities and converts,” said Mr Tophoven.

“These are hard core converts, they want to prove that 
they are better Muslims. They seek the route to paradise 
through jihad. They will they take a Kalashnikov or a 
bomb. They are trained and now how to handle these 
instruments in Europe,” explained Mr Tophoven.

Communication is obviously key in this new style of 
terrorism.

“Communication networks on the internet, like a 
university of jihad, are the main instrument to recruit. 
These carry propaganda and terrorist marketing. 
No organization had a similar marketing and 
communications network in the past,” he said.

The Internet provides a perfect place to recruit fighters, 
partly via chatrooms, and build up financial pipelines. It 

provides instructions on how to build bombs as proven 
by the suitcase bombers in Germany in the summer of 
2006.

This ‘underground’ web-based ‘marketing’ platform 
is also supplemented by the more mainstream channels 
such as TV, radio and social networks that provide 
propaganda for the terrorists each time they report the 
news, continued Mr Tophoven.  

One of the reasons why young Muslims in Europe 
are susceptible to this marketing is that they are not well 
integrated into European society. 

This is a particular problem in Belgium, said Mr 
Tophoven. “The government has done little to address 
concerns over unemployment, discrimination and 
economic depravation in the Islamic community. This 
leads to radicalization in mosques. If you have lots of 
unemployed young Muslims then you have a lot of 
friction,” he said.

The figures support Mr Tophoven’s analysis.
He said that some 3,000 young Muslims have joined IS 

so far. Of these roughly 1,200 came from France, 720 from 
the UK, 600 from Germany and 400 from ‘tiny’ Belgium.

So the big and obvious question asked of Mr Tophoven 
is how to stop the terrorist activity and recruitment in the 
first place

According to the terror expert, this boils down to three 
key elements: stopping the finance, good intelligence 
and properly bringing the young Muslims into European 
society. 

FOLLOW THE MONEY

“Nobody has a specific answer on how to fight terrorism. 
But there are a few key elements. If you bring down 
the financial structure of terrorism then you stop the 
terrorism,” explained Mr Tophoven.

“You have to have good intelligence. If you are talking 
to Israeli intelligence they will say that the best thing to 
fight and capture terrorists is to have good intelligence. 
You must know where they are, where they go and the 
like,” he continued.

“The second point is that it must come from society. 
Nobody is born a terrorist, it’s a process.  We must 
develop political and civilian arguments. We must offer 
young disappointed Muslims [the options] not to go to 
fight and we must bring them back into the framework, 
the infrastructure of our society. This is most important. 
Society must solve this, not the policeman,” said Mr 
Tophoven.

“I am convinced that we will have more operations 
of terror. But instead of over-reacting we must react 
realistically and with dignity concerning our democratic 
values. That is the main message we have, confronting 
terror,” he concluded.

RISING TO THE TERROR THREAT
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 Cyber Risk—Panel discussion.
 

Define & 
Conquer

 

Cyber risk is a very wide term and vague risks 
are neither easy to manage or transfer. The 
first question posed to the expert panellists 
during the main panel debate on cyber risk 
during this year’s Benelux Risk Forum was 
focused on definition and delivered some 
interesting responses. AdriAn LAdbury,  
editor of Commercial Risk Europe, reports.

O
nE of thE biggEst probLEms with cyber risk 
and efforts to improve the way the risk is 
managed and transferred is that everyone 
seems to have a very different view of what 
cyber risk actually is.

This clearly does not help the risk and insurance market 
come up with better solutions to what is widely recognised as a 
business critical problem. 

Risk managers, insurers and brokers agree that a more 
widely accepted definition of the risk would help. 

For this reason the main panel debate about cyber risk 
commenced with a question posed to the participants about 
their definitions of cyber risk. 

The answers thankfully found that consensus is 
beginning to build about the nature of the challenge faced by 
corporations and their risk transfer partners. 

Ronald Prins, founder and director of Fox-IT, the Dutch 
technology company that provides advice on incident 
response and investigation to companies worldwide, gave a 
simple but effective definition of the risk.

“Cyber risk is the risk that you run because you use digital 
equipment in your organization,” he said.

Mr Prins pointed out that generally speaking cyber is per-
ceived as something that comes from the outside. The risk that 
is run because the company works in a digital environment. 
But this definition is very broad because it can mean anything 
that an organisation depends upon as a business. 

The key thing to bear in mind when analysing corporate 
cyber risk is that it is not a technical matter, it is really about 
business continuity and reputational risk, explained Mr Prins. 

“Sometimes people think it’s really a technical thing, but 
the risk is much broader than that, it is more about business 
continuity,” he said.

“Another facet of cyber risk that is on the rise is its impact 
on reputation. Because most businesses are online it means 
that people are complaining on Twitter and the like. So it is 
important to remember that cyber risk is not always about the 
‘hard’ side of business. It is also about the softer aspects such as 
reputation and market perception,” continued Mr Prins.

Rosalie André is Insurance Director at Royal Philips and last 
year took on a group-wide cyber risk project that culminated 
in a new product for the company. She has therefore recently 
been immersed in the world of cyber risk.

‘VERY BROAD’

Ms André said that she shares Mr Prins’ view of the risk. 
“Cyber risk is very broad and it is linked to any kind of use 
of technology, internet, laptops and the like. When I started 
my project on cyber risks, we never really talked about cyber. 
We talk about information risks, physical security, business 
continuity, privacy, compliance and other aspects. Cyber is 
often used as a container concept, but it’s so complex that it 
helps to split it into areas, where experts have been working 
already for many years,” she said.

Olivier Moumal, Director Risk Management, 
Insurance & Business Continuity at Proximus, the Belgian 
telecommunications company, said that, in his view, software 
risk is a key part of cyber risk. He added that it is important to 
remember that software risk can be based on human error. 

“With cyber risk something must always vanish. Then 
there are malicious tools such as spyware and malware. In my 
view, the biggest risk today is people putting malware into 
systems. This is a problem because we have big data and a lot 
of social networks. You have a lot of information circulating,” 
he said.

CYBER REVOLUTION—PANEL DEBATE

Ronald Prins
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CYBER REVOLUTION—1

 Panel discussion.
 

Who is  
in charge?

 

The enterprise wide nature of cyber risk in the 
modern technology-based economy means 
that ‘ownership’ of the risk, its management 
and ultimately transfer is not always that clear. 
Participants in the cyber risk panel debate  
at the ACE Benelux Forum were asked  
who is and who should be involved and  
in charge of the key decisions.

K
yLE bryAnt is rEgionAL mAnAgEr, cybEr Liability, 
Continental Europe at ACE. He is therefore 
perfectly placed to explain who insurers typically 
deal with on the topic of cyber risk management 
and transfer.  

Mr Bryant was asked who the clients are, who is managing 
this risk and who should be managing this risk for corporate 
customers.

He responded by saying that all stakeholders need to 
manage this risk. “We are all dealing with new stakeholders. 
For the first time we are integrating IT into the risk 
management process, even IT procurement that usually falls 

outside of the process for insurance,” he explained.
“For the first time, we have brought these parties together 

and that complicates the situation. We are asking questions 
about data security and the in-house IT person has always been 
the expert in this field so they have to be involved,” continued 
Mr Bryant.

The cyber expert, who only last year moved over to Europe 
from the US to lead ACE’s European cyber operation, said that 
the multiplicity of parties involved can lead to ‘contentious 
situations’ when investigating how to manage the risk and 
how to manage it from an insurance perspective. “Sometimes 
you have to choose between spend on an insurance policy and 
spend on IT,” he said.

Rosalie André, Insurance Director at Royal Philips, said that 
her company has chosen a classical first line, second line and 
third line of defence approach and tries to define risk owners 
for each aspect of the identified cyber risks. 

“IT will have a role in that and so will business continuity. 
But we also have a team that focuses on threats and how we 
can manage these. Compliance and legal are also an important 
part of the first line of defence by managing our contract with 
third parties,” she explained.

It is clear that with cyber risk there is quite a big distinction 
between insurance and risk management because this is clearly 
a wider business risk that cannot be simply insured 100% and 
placed neatly in a box. 

The risk has to be managed on a continuous basis and 
business continuity and crisis management is just as important 
as having a financial backstop in place.   

Ms André agreed. “I am not a risk manager but an 
insurance manager. And there needs to be a distinction 
because, in big companies, only a small part of cyber risk is 
actually insurable,” she said.

“There are lots of areas where there is no insurable 
instrument. Consider reputation, for example. The stakes 
are much higher for the company and the insurance is just a 
financial solution somewhere along the line,” added Ms André.

Ronald Prins, founder of Fox IT, the Dutch technology 
company that provides advice on incident response and 
investigation to companies worldwide, said that for him it is 
very important to see that a project is not solely run from the 
Chief Information Officer’s office. “We really like to work with 
a CRO [Chief Risk Officer] because they are very much more 
mature on how to spend money and to validate what you 
bring to the company and how we can make security more 
effective,” he explained.

“If you gave the budget just to the CTO [Chief Technology 
Officer] you would see people just spending it on the newest 
technology. If we work with people who are more concerned 
with risk they will know what parts of the business are more 
relevant, what the risk is between the departments and how 
technology and skilled people are going to help mitigate the 
risk. Please don’t leave this just to the technical guys!” said Mr 
Prins.

Rosalie André
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CYBER REVOLUTION—1

 Panel discussion.
 

Measure & communicate to 
develop improved coverage

Olivier Moumal
Cost effective risk transfer is based upon 
accurate risk identification and measurement. 
For insurers to offer cover at all, let alone at 
an affordable price, they need to be confident 
that the risk has been properly identified 
and the potential impact estimated in the 
first place. The panel of cyber risk experts 
gathered for the cyber risk debate at this 
year’s ACE Benelux Forum were therefore 
asked how cyber risk could and should be 
best identified, measured and therefore 
managed. Effective communication between 
risk manager, broker and insurer before 
the contract is signed is paramount found 
discussion host Adrian Ladbury.

O
LiviEr moumAL, dirEctor risk Management, 
Insurance & Business Continuity at Proximus, 
the Belgian telecommunications company, 
believes that rigorous stress testing is key in 
cyber risk management and transfer.

Mr Moumal said that the techniques developed by risk 
managers in the banking sector are very useful in this area. 

“We work like the banking sector. We use the same 
methodology and advanced measurement approach. We carry 
out stress tests based on experience. We have a long book of 
incidents to use and we have a monitoring centre where all 
kinds of malware or other forms of intrusion that come in to our 
systems are logged and measured,” explained Mr Moumal.

The risk manager stressed that this critical analysis cannot be 
carried out in isolation. 

Risk and insurance managers have to work with colleagues 
across the business to achieve results, he said.

“We try to learn also from others because you cannot do this 
work in silos. You must always work with others. Risk managers 
are not technical experts. We are using the basics of what is 
probable maximum loss or gross and maximum foreseeable loss, 

without any prevention measure. We try to measure these with 
experts,” explained Mr Moumal. 

And the triggers identified ideally are not just measured 
simply in cash terms because the impact of this risk can be far 
wider, explained Mr Moumal.

“We have two main triggers. These are cash and the impact 
on clients. In terms of customer loyalty, we ask what the loss 
would be. Based on all these measurements it is clear that 
reputational risk is absolutely number one. We try to measure 
this by using a satisfaction index,” he said.

SPREAD THE WORD

Kyle Bryant, Regional Manager, Cyber Liability, Continental 
Europe at ACE, concluded that it really is all about preparation 
and the inclusion of all relevant departments and business 
leaders. 

“The companies that carry out more stress tests, games and 
table top exercises and bring in the experts early across IT and 
risk management and information security will find that their 
insurance process goes much smoother,” he said.
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And the better the flow of information between the 
customer and the insurer the more likely that the coverage will 
end up meeting what the customer wants and needs, said Mr 
Bryant.

“This is partly because their expectations are set before they 
speak to the broker. We have to remember that, just like risk 
managers, insurance underwriters are generally not IT experts 
either. If the customer can educate us on what they need and 
the exposure that they are concerned with then there will be a 
better outcome,” he said. 

Rosalie André, Insurance Director at Royal Philips, pointed 
out that to carry out a risk impact analysis in this area is 
definitely a challenge and should not be under-estimated in a 
complex, multinational business. 

“I think it depends on your organisation. When you have 
a multinational, with multiple jurisdictions and a complex IT 
landscape then it will be a long journey. Do not expect your 
specialists to have all the answers right away. Work with them 
to identify the top risks. Work out the scenarios and make use of 
the best tool, to pin point your bottle-necks,” she advised fellow 
risk and insurance managers.

As noted above, the better information that companies can 
provide the better and broader the coverage they should be able 
to secure.

Mr Bryant was asked typically how much of this risk can 
currently be insured and how much capacity is currently 
available.

Mr Bryant said that there is about $500m available for single 
risk capacity from all carriers, but the challenge in reaching that 
capacity is appetite of the markets, he said.

“There is enough capacity to underwrite just about any risk. 
So, depending on your needs, you can probably find enough 
carriers. The question is always the appetite for your particular 
risk. A lot of carriers do not have the appetite for certain classes 
of risk, what we call frequency high risk,” explained Mr Bryant.

Ms André of Philips said that, in her experience, the biggest 
challenge is to find one comparable product that responds to 
the company’s profile. “The insurers all have different products. 
You need to be very clear before you start about what you want 
to insure. Do not move from there, and if you don’t get it, don’t 
buy,” she advised fellow risk managers.

Mr Moumal advised peers that it is important to separate 
first party and third party risk and avoid gaps. 

“If you see third party exposure you try always to combine 
this with your systems. The difference between cyber crime, 
third party liability and pure financial loss for me is very narrow. 
We prefer to avoid gaps or overlays between the two contracts,” 
he said.

“First party risk for me is an absolute must. A lot of people 
are saying that it costs nothing because it’s only reputation. But 
you cannot imagine what extra expense it can generate. If you 
have to make the necessary modification a lot of money can be 
spent,” added Mr Moumal.

The risk manager pointed out that for the insurance to be 

correctly priced the insurer has to carry out an audit of the 
company systems. Without this the risk is too complex to 
analyse, he said. 

“So, as the customer, you must accept that an audit will be 
carried out so that everyone understands what risks are they are 
taking on,” said Mr Moumal.

READ THE SMALL PRINT

But he also warned fellow risk and insurance managers to be 
sure they read the small print because hidden exclusions can be 
a problem. “Insurers are putting high limits up front but you see 
a lot of sub limits afterwards. We try to work with scenarios and 
integrate them to be sure that we have the right level of cover. 
We prefer to be sure that if x happens we are actually covered,” 
he said.

Ms André agreed that scenarios that are shared with the 
insurers and brokers are an important part of the process to help 
ensure that the right coverage is in place. 

“I agree that we need to work with scenarios and we need 
to share relevant scenarios with the insurers and brokers so that 
we understand exactly what we are trying to cover. You can 
brainstorm together and check that the wording you are buying 
is the right one,” she said. 

“On the other hand the cyber risk is evolving so quickly that 
I prefer to have more flexible wording on a liability basis that 
covers all jurisdictions,” added Ms André.

Mr Bryant of ACE said that he saw two different strategies 
from two different companies in two different industries. 

The common theme, however, was that the discussion 
stressed the need for transparency all the way through the 
transaction. 

“By stress testing things you have interest in perils type 
wordings that cover all risks and give open cover. Some 
clients are more concerned with first party covers, which lend 
themselves to specific perils, property-based wordings. Other 
clients are more data protection concerned, and focus their 
effort on third party data protection-based products. Both of 
those strategies are fine. Above all there has to be a willingness 
to engage.  At the insurance carrier level as well as the broker 
level, we have to make sure that we are offering the right 
solution,” said Mr Bryant.

LEAPING OVER HURDLES

Budget aside, an unwillingness or inability to share data is 
probably the biggest hurdle to the creation of a cyber risk 
programme, agreed the speakers. 

“The largest hurdle is the trust level, the sharing of 
information,” said Mr Bryant. “Insurers do like to have a risk 
dialogue or on-site meeting to assess the risks. This is similar 
to property engineering. You need to carry out a site visit to 
understand what the risk looks like internally and how it is 
managed,” he continued.
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“Because simply receiving a completed questionnaire from 
a large account will not provide us the insight that we need 
to underwrite the risk. For example: every large company will 
encrypt sensitive data. But what is the scope of that encryption? 
And how does the management of it flow down to the end 
user? If we can build an appreciation that the company has a 
culture of security from the top down, where ‘C-level’ executives 
appreciate and adopt this culture to deliver it all the way to the 
bottom employee, then that is a big benefit,” concluded Mr 
Bryant.

Ms André said that, in her view, the biggest hurdle for the 
delivery of robust cyber coverage currently is knowledge. 

“A lot of insurance managers are cautious to pick up this file 
because of the potential exposure. You need to engage with a 
lot of stakeholders within your company, depending on the size 
of the company of course, understand the risk and the possible 
insurance solution(s). It is not an easy road, she explained. 

“The last thing that you want is to go through that journey, 
purchase something, and then have a claim and find out you 
don’t have the cover,” added Ms André.

The insurance manager added that reputation of the 
insurance market in general is also at risk. She pointed out that 
she and her peers are working in a ‘developing market’ with a lot 
of players coming in and out and a lot of instability. 

“It would be better for insurers and clients to take it easy, to 
build up their relationship and trust. Only with the trust can 
we make it work and cover this complex, changing risk. I really 
wish to be able to build a good partnership with our insurers in 
this area too,” concluded Ms André.

One risk manager in the audience, however, pressed the 
matter of consistency in the market, or rather lack of it. He 
said that despite carrying out a lot of work before the policy is 
designed it too often remains vague.

“When we go for cyber insurance, carriers provide different 
cover and policies. They write down what they know. We write 

down what we know and create scenarios of what we don’t 
know today but can happen tomorrow. Then the insurers write 
down more in detail what they are covering,” said the risk 
manager. 

“I am very anxious because if what happens tomorrow isn’t 
covered then we have a problem. I would like the market to 
write down quite clearly what it is covering or not, whether 
through professional liability or general liability so that we 
exactly know what we are buying. The cyber market is so vague. 
We write down something that is critical and detailed and 
needs to be covered but it still is not clear that we have covered 
everything,” he continued.

Kyle Bryant of ACE responded by saying that he thinks the 
insurance industry has done a lot right. But this topic remains 
one of the most difficult for carriers. 

“We attempt to future proof policies and the risk can change 
tomorrow. We tend to build an actuarial model which is not the 
easiest thing given the risk. We try to find the right price points. 
But there is volatility. There is a lot of large risk and there is also 
a lot of lower level frequency,” explained Mr Bryant.

“There is a desire by some to have clarity but when you 
outline clearly what you cover and what you don’t cover 
you don’t leave much room for outside blocks. So there is a 
movement towards more of the open covers, the negligence 
based covers that exist, more in the US and Lloyds,” he 
continued.

“By doing this you start to create more ambiguity at the 
front end but then that’s something you can just manage 
through the exclusions. That’s a conversation that needs to be 
held between the risk manager and their broker,” concluded Mr 
Bryant. 

Mr Moumal added that risk and insurance managers also 
have to be careful about the added costs involved in the ‘clean 
up’ required following an incident. 

“Another important aspect of the claim is to see what is 
covered in terms of damages. The first part is the forensic part. 
You identify what machines or software has been infected. This 
takes a lot of time to investigate the scope of the damages,” he 
said.

“You have a lot of staff working on it and you have to ask 
if these expenses are covered. The second part is the cleaning 
phase, usually done during the weekend, to clean the systems. 
All these people have to work extra hours. What is paid and 
what is not paid? It is therefore important to define what is 
covered and what is not,” concluded Mr Moumal.

The evidence provided by this discussion is that a huge 
amount of progress has been made in the world of cyber 
insurance coverage in recent times.

But, at the same time, it is obvious that risk and insurance 
managers need to work closely with other relevant managers in 
the business to be crystal clear about what they actually need.

Then they need to communicate effectively with their 
brokers and insurers to ensure that the coverage they finally end 
up with delivers the goods when called upon.

CYBER REVOLUTION—1
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 Panel discussion.
 

Collective
effort required?

 

D
iscussion Among risk mAnAgErs ovEr how  
to tackle emerging risks has intensified in 
recent years.

Many risk and insurance managers are not 
happy with the speed of reaction from the 

market to pressing emerging risks such as cyber and supply 
chain.

What they would like to see is a more joined up approach 
from the risk management community, brokers and insurers to 
help develop solutions that are accepted by all market-wide.

This has led to proposals that national risk management 
associations and the European federation FERMA could act as 
focal points to generate the necessary discussions.

FERMA and a number of the national associations have 
publicly agreed that such discussion should and could take 
place but little action has been reported to date.

The presidents of both Belrim, the Belgian risk 
management association, and Narim, the Dutch association, 
were both present at the forum and so they were asked to 
update on progress. 

Gaëtan Lefèvre, President of Belrim, FERMA committee 
member and risk and insurance manager at CMI, the Belgium-
based international engineering firm, said that he sees progress 
in that field. 

“More and more insurance companies try to listen to risk 
managers to be sure that the offer is aligned. The problem for 
insurance companies is that it is always a little bit late when 
the solution arrives because business simply runs and changes 
ever more quickly,” said Mr Lefèvre.

“I clearly see a need for a partnership between broker, 
insurer and the risk managers. We need to develop risk 
scenarios before something happens so that when something 
does happen no one around the table is surprised but ready to 
react correctly,” he added.

Annemarie Schouw, Risk Manager and President of Narim, 
the Dutch risk and insurance management association said 
that progress is being made on a collective level.

“We are making big steps already. But if you talk about 
cyber it’s very different for different companies. It’s about 
knowing your business. As we go along we can learn from 
each other and use the empowerment that we have as an 
association so that we can help our members. The brokers and 
insurers have to learn from us what the risks are,” she said.

What’s over  
the hedge?
 
The final question asked of the expert 
panellists during the cyber risk panel debate 
at this year’s ACE Benelux Forum was: what is 
the biggest threat from cyber in the next 10 
years? Adrian Ladbury reports.

K
yLE bryAnt, rEgionAL mAnAgEr, cybEr LiAbiLity, 
Continental Europe at ACE, said that the biggest 
thing that he and his team worry about is 
aggregation and more specifically aggregational 
breaches.  

“If you look at what happened when a cloud provider had 
down time—it effected thousands of businesses. The world is tied 
more closely together and we may have aggregational issues as 
insurers if we are not very aware of how we model our exposures 
and how they are tied together,” he said.

“We are trying to make sure that when we talk to our clients 
we will be there long term to pay the claim and that we are 
building the most appropriate internal risk management to do our 
job best.,” added Mr Bryant.

Olivier Moumal said that the risk to confidential data is a big 
worry looking forward.

“There is a lot of data circulation, some confidential. It is a 
huge amount. If this data is lost what happens to the future, the 
continuity of your enterprise? Also we have confidential client 
information. This is a big concern,” he said.

Rosalie André, Insurance Director at Royal Philips, said that 
she believes we are moving into a world where the internet is 
becoming like electricity or fuel. If it is not there we all have a 
major problem because everything is getting connected to each 
other. “It’s about big data and connectivity, but it’s also about 
having it, the continuity of the service itself,” said Ms André.

Ronald Prins, founder and director of Fox-IT, said that the big 
one to worry about in the world of cyber is simple: Trust no-one!

“To think that we are in a secure environment when there is a 
good chance that we are not. Never trust your IT guys,” he said.

PARTICIPANTS
The following experts participated in the main debate at Risk Forum:
n  Rosalie André is Insurance Director at Royal Philips. Last year Ms André took on a group-wide the 
project of cyber risk that culminated in a new product for Philips. She now has extensive experience of 
this area both from an internal risk perspective and from an insurance market view. Ms André is keen to 
now share that knowledge and experience as much as possible with her peers in the risk management 
community. The more knowledge is shared the quicker insurance as a solution to cyber risk can mature.
n  Ronald Prins is founder and director of Fox-IT. His background is in forensics and intelligence. The 
company is well known for incident response and investigation after the fact. The company operates 
worldwide but the bulk of the business is in Europe. 
n  Olivier Moumal is Director Risk Management, Insurance & Business Continuity at Proximus, the Belgian 
telecommunications company. He is responsible for risk management and insurance at the group that has 
long recognised that state of the art business continuity and cyber risks are essential in the sector. 
n  Kyle Bryant is Regional Manager, Cyber Liability, Continental Europe at ACE. He moved last summer 
from Philadelphia, where I was running the Mid-Atlantic Region for Cyber and Professional Risks. He has 
been doing underwriting and claims for nine years within technology risks.
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 Masterclass.
 

Education is 
everything 

Over 60 young insurance professionals  
and risk managers were treated to a 
Masterclass on cyber risk by a senior  
group of ACE cyber experts. Adrian  
Ladbury summarises the session.

T
hE cybEr mAstErcLAss thAt opEnEd this  
year’s Benelux Risk Forum was run by Rémy Massol, 
Multinational Director for Continental Europe, 
ACE European Group, Kyle Bryant, Regional 
Manager, Cyber Liability Continental Europe, ACE 

Group, and Daniel Jacobs, Cyber Insurance Manager Benelux, 
ACE European Group. Rosalie André, Insurance Director at 
Royal Philips, provided valuable insights from an internal risk 
management perspective.

The cyber insurance experts first asked the fundamental 
question of what cyber risk is and why it is such a hot issue 
currently.

They gave recent examples that demonstrate the wide 
variety of exposures that fall under the umbrella of ‘cyber risk’. 
This was accompanied by an analysis of the evolution of cyber 
risk. This risk has clearly existed for some time but how has it 
become so prevalent now, asked the experts.

Next the insurers asked what current insurance policies can 
be impacted by a cyber risk event.

They analysed possible cyber risk events and their impact on 
insurance policies, compared physical and liability losses and 
looked at possible gaps and pitfalls in today’s cyber insurance 
environment.

The next big question to ask was whether or not a dedicated 
cyber risk policy is the answer. Is this the panacea, the ACE 
experts asked?

This is clearly a hot topic of debate within the risk 
management community as revealed by the panel debate later 
in the day.

To delve into this critical topic, the three insurers 
summarised the main available product types and geographic 
differences and the benefits and challenges of a stand-alone 
solution.

They also raised the so-called ‘property conundrum’ based 
on the questions of whether data is actually property? “Are there 

‘digital fire sprinklers’?” asked the team.
Many risk managers argue that in this field bespoke solutions 

are the only way ahead and insurers are trying to force a truly 
enterprise wide risk into a traditional insurance product ‘bucket’.

The ACE team used real examples of solutions that they 
argued showed that sometimes bespoke solutions are the best 
solution and sometimes they are not. Know your options, was 
the key message.

It is clear from the discussion during this event and wider 
market debate that the cyber market is fast developing but still is 
far from perfect.

The cyber insurance experts next focused on the current 
limitations of the cyber risk insurance market, identified the 
insurance market ‘learning curve’ and highlighted the ‘moving 
targets’. They also explained why the complexity of the 
underwriting process can be a good thing for both customer as 
well as insurer as it focuses the mind on the ‘nuts and bolts’ of 
the risk.

Another key area when dealing with cyber risk is to manage 
expectations when those expectations are unclear. There needs 
to be clarity between coverage desired against coverage afforded, 
concluded the ACE team.

The final point discussed during the Masterclass was 
probably the overall theme and message of the day.

Cyber risk is potentially a mind-boggling area of risk that 
throws out so many questions.

This means that risk and insurance managers, and their 
insurance partners, can easily lose track of what they are actually 
trying to achieve and wind up achieving little.

The key is to really define what the risk actually is, what 
appetite the customer has for that risk and which elements need 
to be managed and which need to be transferred.

If looked upon in this way then cyber risk is really not that 
different to other more traditional risks. The big difference is 
perhaps that it moves so fast!

CYBER REVOLUTION—2
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 Masterclass.
 

Do your 
homework
Commercial Risk Europe Editor Adrian  
Ladbury asked Kyle Bryant, Regional  
Cyber Manager for ACE Group’s Continental 
Europe operations, how a risk manager 
should design the perfect cyber solution.  
The cyber expert advised that preparation 
and research are key to finding the right 
solution in a fast evolving market.

adrian ladbury [al]: What is cyber risk and how 
do you define it? Why is this a distinct risk from 
other liability or property risks?
kyLE bryAnt [kb]: At it’s most simple, cyber risk for 
businesses is the risk created by a company because it is 
connected through technology. But being such a broad 
peril, it is inherently difficult to isolate into consequential 
risk which is how traditional insurance looks at risk. 

For example, property insurance protects the damage 
to property. Liability insurance protects against damages 
arising out of a negligent or accidental event. Cyber is 
therefore a peril that could potentially cause both types 
of policies to be triggered. Yet, traditional policies have 
often not been designed with cyber risk in mind and, in 
practice, there are therefore frequently grey areas and gaps 
in cover. In cyber risk, the underwriting approach is the 
same regardless of the outcome or policy triggered. So, 
by overlaying cyber underwriting methodology over the 
traditional insurance structures, we can create a single-
solution product for clients.
[al]: What cyber risk transfer solutions are 
available? How are the policies typically 
structured and how do they fit with existing 
corporate coverages?
[kb]: Let’s focus on the word solution. Because of the 
different challenges companies face, their level of risk 
management maturity, and their own industry-specific and 
territorial challenges, solutions should ideally be bespoke. 
Simplistic off-the-shelf products for cyber risk are unlikely 
to work well for many. 

However, cyber risk presents a huge challenge for our 

industry from a knowledge perspective and there remains 
a skill and experience gap in the insurance industry. This 
is why ACE has invested in building a dedicated cyber 
practice at local level across Europe. 

It is also why our next phase of investment is focused 
around creating crisis support that will help clients manage 
cyber risk incidents. One of the distinctive features about 
cyber risk is the fast rate at which an incident can spread 
and the associated challenges of mitigation and managing 
reputation. 

As a company and as an industry, as we increase our 
level of engagement with clients and embed and build local 
expertise in our key markets, I am hopeful that we can 
move more quickly towards a sustainable market solution 
for cyber risk. 
[al]: Is there really a need for a dedicated cyber 
risk policy? If so, why and how should it work?
[kb]: It really depends on the client. For some clients, 
filling the gaps within an existing programme may be a 
solution. For others, the real value of a policy may be access 
to response and loss mitigation services, which require a 
tailored and dedicated solution. Also, having a dedicated 
policy eliminates some of the execution challenges post-
claim by facilitating risk management and loss control 
dialogue at the underwriting stage and by offering a ‘single’ 
claims response. 

We often hear from clients and brokers about the 
lack of clarity and consistency in the current stand-alone 
offerings in the market and frankly, we agree. What’s more, 
this is further complicated when the service and expertise 
is not rigorously and clearly managed by the carrier. So, 
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we advocate focusing client engagement through one, 
local single point at the insurance carrier. That way, we 
can create better, more predictable, reliable outcomes for 
clients. 
[al]: What are the current limitations of the 
cyber risk insurance market and how can these be 
addressed? What does the insurance market need 
to do to improve the coverage currently offered to 
customers?
[kb]: The insurance market has already made some 
progress. However, I have no doubt that we are still some 
way off reaching a consistent solution, or one that makes 
sense in every market. 

Unfortunately, attempts to commoditise the solution 
have probably only ended up enhancing the confusion and 
perpetuating the lack of clarity and consistency. 

Today, you can see many carriers trying to create a 
single, fit-for-market solution, but this is not easy given 
the disparity in the markets and the way clients are 
approaching this risk. Again, that’s why engagement is 
key. At ACE, our approach is based around allowing our to 
clients educate us on the solution that works for them. 
[al]: What added value services such as crisis 
management and business continuity services 
should be added to the cyber risk product offering 
to meet risk managers’ needs? 
[kb]: The insurance market already offers solutions that do 
this, although we may need to package and market them 
better. From incident response to breach management, 
recovery and restoration, reputational damages mitigation, 
and crisis legal response, there are products that provide 
these solutions, albeit each with different nuances. 

The next evolution in the cyber insurance market, I 
believe, is likely to be on the front-end. This would help 
clients move along the risk management maturity curve 
by offering services similar to loss control in a property or 
pollution policy context, engineered risk support. 

ACE already has an IT risk engineer in Continental 
Europe, whom we deploy to offer advice to clients for this 
very purpose. In the US, we have also launched our Loss 
Mitigation Services, which is a menu of services offered 
by specialists in data protection, IT security surveys, mock 
attacks and the like. I can only see the value of and need 
for this type of service expanding. 
[al]: How should the risk manager, broker and 
insurer carry out a robust analysis of cyber risk? 
[kb]: Preparation is key. First of all, carry out a thorough 
risk analysis early with your internal stakeholders so you 
can answer the question: ‘How would we respond to an 
incident?’ Then, approach your insurance manager or 
broker. By engaging all these internal and external proper 
stakeholders early, you can help ensure the insurance 
market responds to your expectations.
[al]: What information needs to be divulged 

and how can the market overcome disclosure 
limitations among corporate insurance buyers in 
order to develop the right solutions?
[kb]: Beyond underwriting information related to 
the management of IT risk, we look to see if a client 
has a cultural appreciation of IT security and privacy 
management that begins at the top and is executed to the 
lowest level buy in. 

The underwriting process may appear to be tedious and 
complex at times, but if we want a sustainable solution that 
meets client expectations, it is necessary. 

I would be more concerned from a market sustainability 
perspective if we weren’t asking the questions and 
obtaining information. 

And we find that most clients are willing to engage 
as long as the brokers and carriers can evidence the 
knowledge and expertise to engage with the information 
provided. There is also real value in this exchange—by 
going through the underwriting process, carriers can 
help their clients identify weaknesses against their own 
benchmarks. 
[al]: How could and should the risk manager 
work out the best options available to them in the 
current market? 
[kb]: In a word, thoughtfully. Risk managers need to ask 
questions and run through the most likely claims scenarios. 
Equally important is to look at the provider’s experience, 
and the type of incident response solution—is it fit for 
your own particular needs? For example, is it local or 
multinational? Is it data focused or recovery focused?  

In terms of delivery, once again the risk manager should 
engage all internal stakeholders early, define a strategy, and 
engage with the market to find the right partner who is 
willing to engage with you.

Kyle Bryant 
Kyle Bryant is Regional Cyber Manager for ACE Group’s Continental 
Europe operations, a role that he has held since it was created in August 
2014 in line with ACE’s continued investment in the European cyber risk 
market. In this role, Kyle is responsible for the strategy, development 
and financial performance of the company’s growing cyber risk 
portfolio across its Continental Europe region. Since January 2015, 
he additionally holds management responsibility for ACE’s cyber risk 
practice, a new business unit that comprises a team of five dedicated 
local underwriters serving France, the German-speaking countries, 
Benelux, Italy and Iberia; specialist expertise in three other markets; and 
a cyber risk engineer.

Mr Bryant has nine years of insurance industry experience in 
underwriting, product management, claims and legal roles focused 
on technology and professional liability risks. He joined ACE six years 
ago and, most recently, his responsibilities included Regional Manager 
for technology and professional liability in ACE’s US Mid-Atlantic 
region, where he oversaw successfully the growth of a broad portfolio 
of professional liability, technology errors and omissions (E&O), 
data privacy and cyber insurance risks. Previously, he was executive 
underwriter for technology and professional liability in ACE’s New York 
metropolitan region.
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GLOBAL PROGRAMMES

 Suresh Krishnan.
 

In search  
of the  
Holy Grail

 

Suresh Krishnan, executive vice president, 
global accounts division, Asia Pacific, Europe 
and Latin America at ACE Group has been 
deeply involved in the complex world of 
global programmes during his career over  
the last 20 years and is generally recognised  
as one of the world’s leading experts in the 
field. He led delegates at this year’s ACE 
Benelux Risk Forum in a broad-ranging and 
in-depth discussion about how to design the 
optimal multinational insurance programme. 
Adrian Ladbury reports.

Transparency is all

M
r krishnAn opEnEd by sAying thAt 
transparency has clearly become 
the key word in the world of global 
programmes, with a focus on 
documentation and cashflow. 

“Cashflows have to be consistent with contract. 
More and more this is a test of how well global 
programmes work, both from a claims payment 
perspective and from a tax remittance perspective,” said 
Mr Krishnan.

This is a really important area for the complex world 
of global programmes as parties’ interests need to be 
aligned. That is the only way to ensure the contracts 
perform as they were intended to perform, stressed the 
global programmes expert.

“We often talk about regulation and compliance, 
but it is vital to understand a client’s corporate structure 
around the world, and how cash flows work as well. 
Then the insurance can be aligned to make sure we 

meet client expectations,” he explained.
The dispute between oil giant BP and drilling 

contractor Transocean, which settled in May 2015, 
over damages for the 2010 Deepwater Horizon Gulf 
of Mexico oil spill, shows how important it is for risk 
managers to be clear about contracts and cashflows 
when dealing with complex exposures and global 
programmes.   

In the case of BP vs Transocean, the Texas Supreme 
Court was asked to review the rights and obligations to 
an additional named insured, as named on an insurance 
policy vs. a counter party in an ancillary document, 
which the insurance policy covers. Mr. Krishnan 
explained that the two companies had a drilling 
contract that essentially stated that if the pollution 
were below the water, then BP would hold Transocean 
harmless if it went to litigation. If the pollution were 
above the water, then Transocean would hold BP 
harmless. 

In the primary policy, Transocean had identified BP 
as an additional named insured.   After the explosion 
BP said that, under Texas law, it did not matter what 
was agreed to in the underlying drilling contract, it 
was included as an additional named insured on the 
insurance policy and therefore was vested with all rights 
to that policy. BP argued that Texas law looks at the 
‘four corners’ of the insurance policy to control and so 
it was entitled to call on the full $750m of coverage. 
Transocean took the position that the drilling contract 
outlined how the insurance would work between the 
parties and it is the drilling contract that should control 
the insurance policy coverage.

The broader lesson for risk managers who use global 
programmes is that they need to carefully consider 
automatically including parties to a transaction as 
additional insureds as well as making sure insurance 
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policies are consistent with broader business 
arrangements between parties.

NEW MARKETS, NEW EXPOSURES

A significant development in recent times has been the 
rising demand from customers with emerging market 
exposures. In the past, leading US and Europe-based 
international insurers only structured programmes for 
companies based in their home territories that were 
expanding to new markets. Now they are additionally 
seeking to build regional programmes for operations 
based in these emerging markets.

One big question from a regulatory perspective in 
the global programmes segment remains the question 
of admitted and non-admitted coverage. However, Mr 
Krishnan believes that almost every country addresses 
how unlicensed insurance can insure domestic risk.  
“We continue to get a lot of questions about non-
admitted, admitted, legal, non-legal. Based on what we 
have learned over the last decade, almost every country 
where multinationals have interests has addressed 
how unlicensed insurance can insure local risks. This 
is not new, we’ve written reports on this topic and it is 
generally clear how this works around the world,” he 
said. 

“The fact is that the London wholesale market 
is a non-admitted market for risks located in India, 
Brazil and China - all non-admitted territories - and 
regulators in those countries have not challenged the 
efficacy of these policies. Markets in Bermuda insure 
excess catastrophe risks worldwide and the insurance is 
recognised as valid and collectible insurance insuring 
risks where the catastrophe has occurred. Almost every 
emerging market country recognises and appreciates 
that dynamic capacity is generally outside the 

jurisdiction of these countries. The key question is how 
one accesses that capacity while conforming with local 
rules,” continued Mr Krishnan.

At the same time, the variety of risks that customers 
want to include within their programmes is growing. Mr 
Krishnan said that clients look to ACE to offer a menu 
of solutions for specific risks rather than the standard 
set of responses.  “What kind of expertise do you access 
on the key questions before you design the programme? 
Please don’t think all programmes are the same. The 
issues in property are different than the issues in D&O, 
professional indemnity, marine and group business 
travel insurance,” he reminded risk managers.

“Many of ACE’s clients are also choosing a global 
programme for certain risks, and local risk transfer 
programmes for certain other risks. This is another trend 
that is shaping the market. There is no one size fits all in 
an evolving environment,” he said. 

EnvironmEntal liability:  
A case study from Mexico 
One of the emerging risks where appetite is growing for 
multinational solutions is environmental liability. Environmental 
laws that have been on the books for many years are now 
finally being enforced in many territories, said Mr Krishnan. 

Mexico is one example of a country that has recently 
stepped up efforts to enforce its environmental laws. In 
January, Mexican authorities shut down a huge trade centre 
development near the resort city of Cancun that was planned 
to be a showcase for Chinese products. The authorities fined 
the developers over $1m for environmental damage caused to 
local wetlands.

And Grupo México, the largest mining corporation in 
Mexico and the third largest copper producer in the world, was 
forced to set aside up to $150m in clean-up costs following 
an accident at its Buenavista mine in Mexico’s northwest 
Sonora state, last August. In this case around 22,000 people 
were left without clean water after 42 million litres of sulphuric 
acid contaminated a 100-mile (160km) stretch of the Sonora 
River. It also faces fines of approximately $3.5m for violating 
environmental laws.

Mr Krishnan stressed that companies are financially 
responsible when operating in nations such as Mexico, whether 
they have insurance or not.

“Financial responsibility is part of the law when doing 
business in Mexico. Part of one’s financial responsibility can be 
shared with an insurance company or entirely delegated to it. 
A multinational programme with local policies can evidence 
financial responsibility. But if one doesn’t have insurance one 
is still financially responsible for environmental consequences,” 
he said.
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‘‘A
nothEr big topic for risk mAnAgErs 
to look out for in the field of global 
programmes is tax enforcement,  
according to Mr Krishnan. 

Risk managers are obviously keen to 
ensure that they comply with ever-more stringent and 
complex rules, such as on transfer pricing. “We continue 
to receive more and more tax questions related to global 
programmes to which we recommend that clients and 
brokers consult with tax professionals who understand 
these programmes for premium tax and income tax 
purposes,” he said.

He told delegates that, while tax authorities may be 
more interested in global programmes than ever before, risk 
managers need to consult with appropriate independent 
experts and be comfortable about what it is they are 
buying, for whom they are buying it, why and how 
they expect it to perform based on insurance and other 
documentation.  

Two areas that he highlighted in particular are the 
current challenge by the United States to the efficacy of 
captives and the difference between allocating local policy 
premium and master policy premium.

For captives, he cited the Rent-A-Center v Commissioner 
and Securitas v Commissioner cases, both decided in 2014.  
In January, in the Rent-A-Center case, a majority of the US 
Tax Court decided that, for US federal income tax purposes, 
a parental guarantee from a parent to its captive could 

form part of a valid insurance agreement.  In October, the 
US Tax Court issued a memorandum opinion on Securitas 
vs. Commissioner that rejected IRS arguments relating to 
parental guarantees and risk distribution.  “Years ago these 
decisions may have been decided against captives but now 
these decisions provide instructive guidance for captive 
owners to consider when they are using their captives  
to ultimately finance their multinational exposures,”  
Mr Krishnan said.  

Allocation of premiums is another important area when 
considering tax and global programmes, Mr Krishnan 
advised delegates at the event. “Tax people can sometimes 
be puzzled when talking about allocation. It is important 
to remember that there are two allocations that take place. 
An insurer does the first; that’s the local policy premium 
allocation. Generally the client, the broker and the insurer 
negotiate the overall pricing of the programme and based 
on the underwriting, the insurer determines the local 
policy premiums and the local policies are charged those 
premiums. The client then works with its local affiliates to 
determine how they intend to allocate those premium costs 
internally,” he explained. 

“Then one has a master policy premium, which is also 
determined through negotiation. Now, ask if the master 
policy is for the parent’s interests or for the subsidiaries 
and affiliates and whether any planned allocation of 
this premium is consistent with insurance and corporate 
documents. When people talk about allocation they need 
to distinguish between the two cash flows, because both 
of them have very distinct features and characteristics that 
may need to be governed by appropriate documentation,” 
Mr Krishnan said.

 Suresh Krishnan.
 

Taxing issues
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‘‘A
nothEr ovErALL obsErvAtion mAdE 
by Mr Krishnan in the world of global 
programmes is that service is more 
important than ever.

Ultimately, the test of good service 
comes down to claims performance, says Mr Krishnan. 
“The best way to analyse all global programmes is 
to really think about how the coverage responds, 
how the claim is adjusted and where one wants local 
claims paid,” said Mr Krishnan.

The tsunami that hit Japan and the floods in 
Thailand in 2011 provided good lessons about how 
global programmes work and the need to be clear 
about where the risk manager wants their claims paid. 

“What did we learn? That one has to understand 
upfront where one wants claims to be paid. In 
Thailand, a fairly permissive country for unlicensed 
insurance, property damage was catastrophic. The 
Japanese tsunami and earthquake created billions 
of dollars in property losses and underlined for the 
insurance industry that Japan is a highly restrictive 
country for claims to be directly paid due to 
restrictions on unlicensed insurance. However, neither 
country has to date challenged the efficacy or legality 
of unlicensed insurers providing insurance for these 
losses, provided claims practices don’t breach local 

law,” said Mr Krishnan. Another critical question that 
needs to be at top of mind in cross-border insurance 
protection in emerging markets is for whom and for 
how much the parent company is actually buying 
a global programme. Appreciating the distinction 
between owned subsidiaries and joint ventures is 
critical to successful implementation and managing 
expectations, said Mr Krishnan. 

“How does a parent or majority shareholder 
control the insurance purchases for, or on behalf of 
a minority subsidiary? And how is a claim payment 
allocated when it’s paid at the parent level for a loss 
at a minority joint venture partner?” he asked. “Does 
the parent intend to buy 100% insurance for a 26% 
shareholding and remit 100% of the claim or is the 
intent to allocate the claim amount proportionately 
to ownership interest.  Also, whether premium for the 
insurance has been correctly allocated between the 
parties presents other questions,” he added.

The key element for the risk manager is therefore 
not to only think about the placement issues in 
their master policy programme. “First, consider what 
one’s obligations are under corporate arrangements. 
Then, anticipate how the insurance needs to be 
designed and for whom and for how much the claim 
payment or reimbursement is to be made,” he advised 
customers.

GLOBAL PROGRAMMES

 Suresh Krishnan.
 

Claims performance is key



22

GLOBAL PROGRAMMES

‘‘P
erhaps most significant of late, is the focus 
on the enforcement of anti-bribery laws 
and sanctions violations, said Mr Krishnan. 

“When one looks at the fines and 
penalties around the world, the majority 

are levied and enforced by the US,” he said. But this is no 
longer limited to the US. Only two weeks before the forum 
took place, Brazil passed rules implementing its anti-bribery 
laws. Mr Krishnan wonders how it will be enforced and he 
is not alone.

The UK government has also been energetically 
enforcing its own tough anti-bribery and corruption laws 
for some time now. Anti-money laundering rules (AML) is 
another increasingly tricky area when carrying out cross-
border insurance activities. 

As with bribery and corruption, the regulatory focus is 
currently sharply trained on this area and multinational 
companies have to learn to deal with a whole new raft of 
national and international rules to ensure that they are 
compliant.

According to Mr Krishnan, one of the most challenging 
aspects of doing business in Latin America, parts of 
Asia and Eastern Europe is managing local anti-money 

laundering rules, which affect the implementation and 
effectiveness of local policies. “The rules generally state 
that the local insured must provide written approval of the 
local policy before it can be issued and premium collected.  
So, if the local subsidiary does not sign off on insurance 
policies before the inception date, then continuity of 
insurance is jeopardised,” he said. “So a lot of times the 
challenge in global programmes is with subsidiaries and 
affiliates communicating with the parent. Clients have to 
communicate with their local affiliates so that all parties 
understand local obligations before a policy can be issued,” 
added Mr Krishnan.

Whether it is a tax issue, a regulatory issue, a 
compliance issue or a cash flow management issue, global 
insurance programmes inherently incorporate each of these 
elements and expectations are ultimately governed by 
transparency and contemporaneous documentation.  

“When searching for the Holy Grail, clients, brokers 
and insurers should keep these issues and lessons learned in 
front of mind. With forethought, consultation and exper-
tise, a successful multinational programme can be designed 
and implemented to meet expectations in this ever-
evolving global environment,” concluded Mr Krishnan.

 Suresh Krishnan.
 

Corporate governance, sanctions, anti-bribery 
and money laundering rules are all in focus 
The regulatory focus appears to be ever widening and risk managers with global programmes 
need to sit up and take note according to ACE’s Suresh Krishnan.
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 Gaëtan Lefèvre.
 

Emerging risks 
demand deeper 
partnership: 
Lefèvre

 

Gaëtan Lefèvre, President of Belgian risk 
management association Belrim and Group 
Risk & Insurance Manager of international 
engineering group CMI, attended the 
ACE Benelux Forum. He discussed the 
current emerging risks landscape faced by 
risk managers with AdriAn LAdbury and 
suggested some important ways in which the 
insurance market could work with customers 
to improve the way fast evolving risks such 
as cyber and political are managed.

adrian ladbury [al]: Do you think that 
insurance companies are too slow at 
innovation and product development for 
emerging risks and how could it be improved?
gAëtAn LEfèvrE [gL]: It is fair to say that insurance 
companies are too late. But it is difficult for insurance 
companies to analyse emerging risks when there 
is little or no track record. Maybe there is no easy 
solution to this problem but insurance companies do 
need to be more proactive and anticipate risks more. 
Clearly a solution has been proposed for cyber risks by 
the insurance market and, on the whole, it is a good 
solution. But I am not sure that this needed a new 
solution altogether and perhaps it could have been 
added to existing liability and property coverage. This 
approach could be more useful than the development 
of a new product. A new product may be good for the 
insurance companies but not necessarily for the risk 
manager. The main question is: ‘Do I have the best 
solution in place to protect my assets?’
[al]: Feedback from risk managers we talk to 
across Europe and today’s discussion at the Risk 
Forum here in Brussels does confirm that there 

is still some frustration about the approach 
taken by the insurance market to cyber. But 
it also seems to suggest that the insurers are 
making progress. Is this fair?
[gL]:It is fair. I do see a different approach taken by the 
likes of ACE, AGCS and Zurich. They are looking for 
input from the risk managers through useful things like 
customer advisory boards and are listening to the risk 
management community. Through such forums we are 
discussing whether we want a new product or a broader 
solution within existing coverage. They are getting that.
[al]: What about the brokers, are they helping 
to put forward your case and help find real 
solutions rather than just push new products?
[gL]:It depends upon the broker. If you have a good 
relationship with the broker they do try to find a 
solution through your existing programme. This is the 
way I ask my broker to work. One way to make sure 
that this approach is taken is to pay fees to the broker, 
for the added value that they can bring rather than 
commissions and I am seeing this increasingly happen. 
But you do need a real partnership that involves the 
insurer too.
[al]: Beyond cyber, what do you see as the 
main emerging risks faced by risk managers 
currently?
[gL]:Political risk is not new but is becoming more 
significant particularly when the problem of sanctions 
is taken into consideration. It becomes increasingly 
difficult to manage that and the US and UK 
governments do not help us in that respect because 
it always seems to push for more. The problem is that 
as the rules become more complex and broader then 
companies end up just trying to protect themselves 
rather than help the customer. I do not see an effort 
from the insurance companies to support our business 
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because first they are trying to protect themselves 
because of the need to be compliant.
[al]: What about supply chain? Have you see 
progress in that area from the market?
[gL]:Yes, I have seen progress in the supply chain area 
but it’s not an emerging risk, it is a permanent risk 
really. It will continue to be a hot topic for us, certainly 
in the area of natural catastrophes. This is linked to 
political risk again. If you look at the political instable 
countries, such as in the Middle East and North Africa, 
this is where the growth opportunities lie. So the 
main emerging risks for me are political risk, in areas 
like exclusion clauses, and cyber, more for business to 
consumer than business to business, and also industrial 
espionage, especially in the BRIC countries.
[al]: Political risk is a very broad area. How do 
you manage this risk?
[gL]:You first need to identify the different risks. 
Projects are placed on hold because of conflicts and 
this costs money because you may have started the 
management of the project. So, first you have to try to 
manage that internally with the customer and supplier. 
You have to try and put the liability back to the local 
market with the supplier to control the impact. Then 
you have to consider the protection of people, your 
staff in the location. There are traditional solutions to 
help with this area but they are not enough. We are 
currently discussing this with service providers because 
you can actively provide better safety and security and 
health solutions. Companies like ACE, AXA and Allianz 
are improving in this area but we need more than just 
insurance since it is only a way to finance this risk, not 

manage it.
[al]: Would it not make sense for the insurers 
to extend their service in this kind of area so 
that the risk management help is added to the 
product?
[gL]:Yes and they are. I am talking to expert companies 
such as International SOS, the medical and travel 
security services company, and an insurer in parallel. 
The insurers do need to go one step further. They need 
to invest in their networks and they have done so in 
recent times, which is positive. One way in which this 
could be done is to extend the loss engineering services 
that the insurers traditionally offer for property risks 
to other areas. Engineering support needs to be more 
flexible. This is a big evolution, to shift from traditional 
protection advice to wider support to help manage the 
risk. Clearly we do not need full support on the quality 
of our engineering because that is our core business. 
But to receive wider advice on risk would be good. The 
opportunity is there for the insurers.   
[al]: Do you think that events such as this 
one really help to generate a more positive 
discussion in the market to find the solutions 
that your members are looking for?
[gL]:Yes, we do and we are happy to support quality 
events such as this annual Risk Forum organised by 
ACE for its Benelux customers. Obviously Belrim would 
not support a platform that would enable an insurer 
or broker simply to sell its products and services. But 
events such as this one which brings together all the 
parties in the market for an open and often challenging 
discussion is really valuable for everyone.




