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First, we conducted a survey of 650 executives 
across a range of industries and 15 countries in 
the Europe, Middle East and North Africa region. 
We targeted those with responsibility for risk 
management, including 159 Chief Risk Officers 
(CROs), 162 Chief Financial Officers (CFOs) 
and 162 Chief Operating Officers (COOs), with 
the balance made up of other senior managers 
responsible for risk management and insurance 
purchasing. Respondents represent both larger 
companies (above $1bn in annual revenues) 
and mid-size companies (ranging from $250m 
to $1bn in annual revenues). Interviews were 
conducted by telephone in the early summer of 
2013 by Longitude Research on behalf of ACE. 
Respondents were chosen at random from a  
pre-selected database and were screened 
for eligibility. Participants spent an average 
of 20 minutes on the survey. They were not 
compensated for their participation and ACE  
was not identified as the research sponsor.

Second, we conducted qualitative interviews 
with a range of senior corporate risk managers 
and others with expertise in the field of risk 
management. In particular, we would like to thank 
the following, who provided in-depth interviews 
with our research team:

•		Iain	Ainslie,	technology	and	cyber	underwriter	at	
ACE European Group

•		Emma	Bartolo,	environmental	risk	manager	for	
ACE in the UK and Ireland 

•		Tommaso	Bazzi,	vice	president,	Bazzi	&	Partners,	
Italy

•		Otto	Bekouw,	head	of	insurance	&	risk	
management at Royal Philips, Netherlands

•		Charles	Beresford-Davies,	managing	director,	risk	
management practice at Marsh, UK and Ireland

•		Olivier	Cassan,	CEO	of	April	Enterprise	Lyon,	
France

•		Hervé	Cosson,	regional	technical	lines	manager	
at ACE in Continental Europe

•	Nadia	Côté,	country	president	for	ACE	in	France

•		Julia	Graham,	director	of	risk	management	and	
insurance	at	law	firm	DLA	Piper	and	president	of	
FERMA 

•		Jorge	Luzzi,	director	of	corporate	risk	
management,	Pirelli	&	C	Italy	and	former	
president of FERMA

•		Trevor	Maynard,	head	of	exposure	management	
and reinsurance team at Lloyd’s, UK

•		Catherine	Raimbault,	consultant	in	emerging	
risks at Eureka Risk, France 
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This research report has been produced by ACE European Group as 

part of its continuing series of European Risk Briefings in collaboration 

with Longitude Research. It is based on two main inputs.

ABOUT THE 
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Foreword

The global financial crisis has undoubtedly caused 
risk management to rise up the corporate agenda 
and, although the worst of the crisis may now be 
behind us, its aftermath continues to be felt in an 
ever more complex and dynamic risk environment. 

Some risks, such as cyber risk, are relatively new. 
Others,	like	environmental	and	D&O	risks,	have	been	
around for a long time, but have taken on a new 
dimension due to social, economic and regulatory 
change. Indeed, the impact of increased regulation 
can repeatedly be seen in this survey. So too can the 
impact of increasing globalisation, which is creating 
new exposures, as companies expand abroad via 
more complex, extended supply chains.

Compounding this complexity for risk managers is 
the fact that these risks are often interconnected. 
Real world events do not respect neat categories. 
An environmental incident affecting an important 
supplier in Thailand can quickly become a 
supply chain risk with a severe financial impact 
for a company on the other side of the world. 
Understanding the interdependencies between 
different processes, operations and players in the 
global supply chain is one the most critical tasks 
an organisation can undertake in today’s business 
environment. 

The identification and monitoring of emerging 
risks is far from straightforward. It requires non-
traditional approaches and a willingness to listen 
to dissenting voices that are willing to challenge 
received	wisdom.	However,	the	dynamic	nature	 
of today’s risk environment means that it should 
be a growing priority for companies with the 
right capabilities and processes to monitor their 
emerging risks, as part of a broader enterprise-
wide approach to risk management.

The management of emerging risks cannot be an 
isolated activity. Cyber risks, for example, cannot 
be the responsibility of the IT function alone, 
just as supply chain risks should not be the sole 
responsibility of the operations team. Today’s risk 
challenges demand a cross-disciplinary approach, 
with the risk function working closely alongside 
the business to identify, assess and mitigate key 

exposures. The risk management function plays a 
vital role in this process. Perhaps most important 
of all, this study also suggests that many senior 
executive teams could give more attention to the 
discussion of emerging risk. By setting the right 
tone from the top, they will be more likely to 
ensure that their businesses take a more proactive 
approach towards emerging risk management.

We must remember, however, that the risks 
covered in this report are often a corollary of the 
opportunities that companies are rightly pursuing 
in their quest for growth. By understanding and 
responding to this array of emerging threats 
and challenges, risk managers can help their 
organisations to put their strategic plans on a 
sustainable footing. And by working with them in a 
collaborative way and taking a strategic approach 
to their client relationships, insurance brokers and 
underwriters can ensure they support economic 
growth and recovery. 

Andrew Kendrick
President 
ACE European Group



ExECUTIvE SUMMARy:
Four risKs to wAtch

1 Infrastructure and supply chain risk 
Of all the emerging risks we included in our research, companies expect those 
associated with supply chain and infrastructure to have the most significant 
negative financial impact on their own business in the next two years. 

Sophisticated global supply chains have driven down costs, but businesses 
are paying the price through a lack of visibility into where risk exposures lie. 
Compounding these issues, many companies are reliant on creaking civil 
infrastructures, the security of international energy and power supplies and also 
a potentially small group of specialist or emerging market suppliers, capable of 
meeting their growing demands. This exposes them to severe financial risks in 
the event of business interruption. 

Understanding the real extent of their supply chain and infrastructure 
exposures is challenging for many companies because value chains have 
become	so	fragmented.	However,	insurers	are	increasingly	asking	for	greater	
information and transparency from companies before providing the cover 
they seek. With a growing mismatch of expectations and greatly varying 
circumstances between companies, no quick fix is apparent. Instead, the 
key priority for clients, brokers and insurers must be to work together to find 
mutually acceptable ways of sharing appropriate information and creating new 
practical tools that will help drive understanding of their supply chains and the 
exposures associated with them.
 

2 Environmental risk 
Environmental	risk	ranks	as	companies’	number	two	worry.	However,	
respondents from a number of industry sectors, including oil and gas, 
utilities, and travel and transportation, rate environmental risk in first place 
as the most likely risk to have a negative financial impact on their business 
over the next two years. 

The fact that environmental risk ranks second overall shows that it is an 
issue that affects all sectors, and not just the traditional ‘polluting’ industries. 
Companies of all types and sizes are exposed to environmental risk yet, 
despite general agreement on the principle of ‘polluter pays’, there is little 
consistency in global enforcement: currently, there are more than 17,000 
separate regulations1 addressing air, water, land and soil contamination. 

Half	of	the	businesses	in	our	study	believe	they	are	insured	for	environmental 
risk. Our experience at ACE, however, suggests that there is confusion over 
whether these risks are covered by different types of insurance policy and 
the real number may be considerably lower. Given the likelihood that many 
more companies are actually going uninsured, the priority for the insurance 
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market must be to improve education, understanding and communication 
of definitions, solutions, exclusions and overall language used on the 
subject of environmental risk.

3 Cyber risk (joint 3rd) 
Cyber risk is a subject that has been much talked about lately. So it is 
unsurprising to see it take the joint number three spot in our ranking of 
emerging risks. Almost half of the businesses surveyed predict that the 
threat to their own company from viruses, hacking and data theft will 
cause cyber risk to worsen over the next two years.

Yet despite their increasing concerns about cyber risk, businesses are still 
inadequately protected and almost two out of five companies say they will 
only take cyber risk seriously when legally required to do so. That time may 
be coming sooner than some realise. Legislation is on its way from the 
European Union that could see businesses fined for sums equivalent to five 
per cent of their global revenues for breaching new data laws. 

How	can	companies	prepare?	Our	experience	at	ACE	suggests	that	there	
has sometimes been a perception that the greatest cyber threat comes 
from malicious external attack. This new research shows, however, that 
companies increasingly realise that much of the risk is often attributable 
to employee error and the lapses in internal security processes. For those 
companies playing ‘catch up’ on this important area of emerging risk, that 
could be a good place to focus.

3 D&O risk (joint 3rd)  
The liabilities that directors and officers of companies face are hardly new 
and we might argue that they are now well understood. But the fact that this 
ranks joint third in our emerging risks monitor emphasises that, doubtless 
driven	by	the	financial	crisis,	D&O	has	become	a	‘re-emerging	risk’.

Topical issues such as bribery and corruption and changes to corporate 
manslaughter legislation certainly make good headlines. But respondents 
to this survey highlight reporting errors as their single greatest concern in 
this area. Post-crisis, this apparently mundane area has gathered greater 
significance and companies are clearly worried about the associated risks. 
In addition, this research points to signs that a more embedded culture of 
litigation across the region is making it harder for businesses to fill their 
board places with the best talent: more than two out of five respondents 
agree that concerns about personal liability are discouraging non-executive 
directors from taking positions at their companies.

Smaller companies across the region, as well as larger emerging markets-
based companies, are less likely to be insured, while directors everywhere are 
thinking again about their personal liabilities. Now may be a good time for 
all businesses to review the arrangements they have in place to mitigate and 
manage	D&O	risk.



KEy FINDINGS 
Key conclusions:

•		40%	or	more	of	companies	expect	the	big	
four emerging risks of supply chain and 
infrastructure,	environmental,	cyber	and	D&O	
to have a significant financial impact on their 
business over the next two years.

•		Lack	of	management	attention	is	the	number	
one barrier towards effective management of 
emerging risk, highlighted by over half of the 
companies surveyed.

•		A	lack	of	insurance	options	ranks	last	in	the	
list of barriers towards effective management 
of emerging risks, but this must not mask 
the continued need for a more collaborative 
approach between insurers, brokers and clients.

Four big emerging risks for EMEA

Of all the risks facing businesses today, supply 
chain and infrastructure risk is the one they 
expect to have the biggest financial impact (see 
chart 1). Today’s high-tech supply chains are the 

backbone of business performance, but they 
are also increasingly vulnerable – particularly as 
companies continue their drive to cut costs. Failing 
to strike the right balance between lean supply 
chains and resilience can lead to devastating risk 
events. Consider, for example, the 2013 horsemeat 
scandal in Europe or the impact of the 2011 
tsunami	in	Japan	on	global	supply	chains.

The Emerging Risk Barometer also highlights the 
growing importance of environmental risks, which 
are second only to supply chain and infrastructure 
in terms of expected financial impact. With tougher 
government regulation and more vocal stakeholder 
concerns, companies are being held accountable for 
their environmental impact as never before. 
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Infrastructure and supply chain risk

Environmental risk

Cyber risk

D&O risk

Export risk

Business travel risk

Terrorism and political violence risk

   45

   42

   40

   40

   34

   34

   28

% respondents

chart 1: which of these risk categories do you expect will have the most significant financial 
impact on your business in the next two years? 

Of all the risks facing 
businesses today, supply chain 
and infrastructure risk is the 
one they expect to have the 
biggest financial impact.
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It is also no surprise that risk managers are becoming increasingly concerned 
about the possibility of cyber risk. In recent years, cyber risk has become 
virtually unavoidable as companies have become increasingly dependent on 
technology. Indeed, it was recently identified in other research as the top 
systemic threat facing global financial markets and infrastructures.2 But there 
are signs, as we shall see later in this report, that companies may still be 
underestimating cyber risk.

Directors	and	officers	(D&O)	risk	has	been	a	key	issue	on	the	boardroom	
agenda for the past decade. Respondents place it joint third, in terms of its 
likely financial impact on their business over the next two years. Although 
hardly	a	new	risk,	D&O	liabilities	are	constantly	evolving	against	the	backdrop	
of the global financial crisis, changing regulation and companies’ international 
footprint. Executives in our survey are particularly concerned about reporting 
errors and exposures related to bribery, fraud and corruption.

Andrew Kendrick, President, ACE European Group summarises: “It is clear 
from our survey that the issues that most keep risk managers awake at 
night right now are not the headline grabbers – the exposure of people and 
property to terrorist threats or confiscation of their assets in far-flung places, 
important as these are. Instead the ‘big four’ risks that affect all businesses 
operating in an increasingly competitive global marketplace are supply chain, 
environment,	cyber	and	D&O.	The	embedded,	systemic	nature	of	these	risks	
makes them difficult to isolate and complex to manage, and success will 
require increasing corporate focus and better quality dialogue between risk 
managers and their insurers.”

Lack of management attention and in-house resources are 
biggest barriers

The big four risks outlined above, as well as the other categories of risk 
covered in this barometer, combine to create a hugely challenging environment 
not just for professional risk managers, but also for all senior executives. 
Creating the right framework for enterprise risk management, and building the 
knowledge and tools to track and mitigate all these risks, is hugely challenging. 

The obstacles to effective risk management are effectively two-fold. First, 
companies are not making sure that the right people are giving attention to the 
right risks at the right time. When asked what they consider to be the biggest 
barriers to the management of emerging risks, respondents point to lack of 
management attention as the number one factor (see chart 2). 

The CRO must lead the corporate response to these challenges, monitoring 
new threats and pinpointing the right issues for management’s attention. But, 
most important of all, managing emerging risks requires a multidisciplinary 
effort, with all functions working together to address these challenges 
effectively, as well as working with external experts to augment capabilities. 
Ultimately, as ever in risk management, it is a question of having the right 
culture in place, backed by strong governance and best practice processes. 



Resources are another key issue, particularly 
against a backdrop of ongoing cost-cutting and 
efficiency drives. The second biggest obstacle, 
according to respondents, is a lack of human 
resources and skills. In other words, companies 
are not yet investing in the headcount or external 
support needed to manage a highly dynamic 
emerging risk environment.

Andrew Kendrick comments: “We are surprised 
by respondents’ responses regarding the biggest 
barriers to the effective management of emerging 
risks. Lack of management attention is the number 
one obstacle, suggesting that emerging risks have 
not yet become embedded as part of board level 
discussion on wider risk management issues – 
perhaps because many businesses are still grappling 
with how they can best respond to the growing range 
of risk priorities that the global financial crisis has 
brought.	However,	the	senior	executive	team	needs	
to set the right tone from the top, if the business is 
to invest proactively in emerging risk management 
and build the knowledge and tools it needs to track 
and mitigate these threats and take an effective 
approach to evolving enterprise-wide risk.” 

insurance remains a key part of the risk 
management toolkit

Specific insurance market products are evolving as 
risks become more complex and the industry has 

an opportunity to bring its wider knowledge and 
expertise to bear in ways that help its clients to 
improve their risk management approach. 

“It is not just about placing business at the best 
price,” says Tommaso Bazzi, vice president at 
Bazzi	&	Partners,	an	international	insurance	broker	
based in Italy. “A client needs clarity about the 
boundaries of an insurance contract, what can 
and what cannot be covered, before he goes into 
a contract, so that any decision about taking or 
transferring a risk is that made fully consciously.”

Andrew Kendrick says: “It is good to see that most 
companies are not concerned about a lack of 
insurance options. But it is clear that the insurance 
industry as a whole – including underwriters, 
brokers, claims managers and loss adjusters –  
needs to communicate more effectively with the 
risk managers that we serve. The big four risks 
that top our barometer require a more consultative 
approach. If the insurance industry is to meet 
expectations it will need to make a shift from a 
‘product’ to a ‘service’ mentality and clients will 
need to shift from a transactional to a strategic 
approach to their insurance partnerships. This will 
allow insurers to partner better with companies on 
risk management as well as risk transfer and it will 
require insurers, brokers and clients to share more 
and better quality information.” 
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chart 2: which of the following do you consider to be the biggest barriers to the management of 
emerging risks at your company? 

Lack of management attention

Lack of human resources and skills

Lack of risk management tools and processes

Lack of knowledge and information about risks

Lack of budget

Lack of insurance options

57

46

40

38

34

13

% respondents



SUPPLy CHAIN
AND 
INFRASTRUCTURE
RISK 
Key conclusions:

•		IT	and	telecoms	failure,	energy	security	and	
supply chain disruption are the key worries 
for companies, each named by over a third of 
respondents.

•		More	than	three-quarters	of	companies	see	
supply chain disruption as a major risk factor 
for their business.

•		Many	businesses	still	lack	adequate	information	
on the nature of their supply chains, and 
deeper analysis and information sharing on the 
part of clients, brokers and insurers remains 
key to the development of better insurance 
solutions for these risks.

three key concerns

IT and telecoms failure is the number one area of 
specific concern. In complex, global supply chains, 
technology is equally critical to maintaining a steady 
flow of information, providing visibility over the flow 
and status of raw materials and finished goods, 
and ensuring their successful delivery through 
increasingly sophisticated automated processes. 
This finding also reinforces the significance of cyber 
risk as a top three concern in our barometer, which 
is discussed later.
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chart 4: which of the following aspects of infrastructure/supply chain risk currently cause you 
the greatest concern in the key markets where you operate? 

Information or technology failure

Energy outage or shortage (e.g. oil and gas)

Supply chain disruption

Lack of investment in civil infrastructure (e.g. roads and rail)

Unethical or illegal actions by partners in the supply chain

Lack of skills and professionalism needed to deliver build

Power outage or shortage

46

36

34

30

29

28

25

Legal and regulatory barriers to construction
(planning laws, etc.)

Failure to comply with building/environmental regulation 18

24

% respondents



Inadequate and creaking infrastructure is a related 
key source of risk in companies with global 
supply chains. Both developed and developing 
markets face many pressures associated with 
underinvestment while global demographics will 
only exacerbate these in future. If infrastructure 
is of poor quality, with frequent energy outages 
and poor integration between road, rail and 
sea networks, this impacts the supply of raw 
materials and the distribution of finished goods, 
and can have a knock-on impact on financial and 
information flows. As a result, global businesses 
can also face higher costs and greater logistical 
complexity	than	local	competitors.	Disruption	to	
energy supplies therefore ranks as the second 
biggest concern for companies in this section of 
the research, while a lack of investment in civil 
infrastructure is in fourth place.

The third issue highlighted by our respondents is 
supply chain disruption generally. Global supply 
chains have become longer, more complex and 
more prone to risk. Events in recent years, such 
as	the	Japanese	earthquake	and	tsunami,	and	the	
floods in Thailand, demonstrate that companies 
everywhere can be exposed to supply chain 
risks and concentrations. There are ethical and 
reputational issues too: the recent collapse of the 
clothing factory in Bangladesh, for example, which 
killed more than a thousand workers, put several 
leading retail brands under the spotlight. With so 
many complex issues at stake, it is not surprising 
that	77%	of	executives	in	the	survey	agree	that	
supply chain disruption is one of the key risk 
factors for their businesses (see chart 3).

chart 3 Do you agree or disagree with the 
following statements?

supply chain disruption is one of the key 
factors for our business.

concerns about poor infrastructure are a 
barrier to us making investments in some 
important markets.
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Events in recent years, such 
as the Japanese earthquake 
and tsunami, and the floods 
in Thailand, demonstrate that 
companies everywhere can be 
exposed to supply chain risks 
and concentrations.

Strongly agree
33%

Don’t know
1%

Somewhat agree
45%

Somewhat disagree
18%

Strongly disagree
5%

Strongly agree
22%

Don’t know

Somewhat agree
40%

Somewhat disagree
30%

Strongly disagree
8%

Strongly agree
33%

Don’t know
1%

Somewhat agree
45%

Somewhat disagree
18%

Strongly disagree
5%

Strongly agree
22%

Don’t know

Somewhat agree
40%

Somewhat disagree
30%

Strongly disagree
8%



complex supply chains require greater analysis 

Hervé	Cosson,	regional	technical	lines	manager	 
for ACE in Continental Europe, says that 
complexity is increasing as projects involve more 
people and equipment from around the world. 
“Complexity changes the nature of the insurance 
cover that clients need,” he says. “It becomes 
much more nebulous, and insurance costs are 
rising because of that.”

Otto Bekouw, head of insurance and risk 
management at Royal Philips, believes that 
geopolitical factors increase the levels of 
infrastructure and supply chain risk that companies 
face. “Perhaps the biggest risk in the supply chain 
is geo-political imbalance,” he says. “You could 
have disruptions in the Middle East, for example, 
that impact the Suez Canal. Also, certain countries 
may initiate protectionist policies to safeguard 
their own economies or natural resources.” Indeed, 
62%	of	respondents	say	that	concerns	about	poor	
infrastructure are a barrier to making investments 
in some important markets (see chart 3).

However,	identifying	interdependencies	in	the	
supply	chain	remains	a	major	challenge.	Decisions	
taken in one functional area of the business can 
easily have knock-on effects in another, while 
action taken by a supplier – or a supplier’s supplier 
–	can	have	similar	consequences.	Despite	this	risk,	
almost one in five businesses holds no data about 
their suppliers’ suppliers, according to other recent 
research.3 The implication is that, as companies 
try to drive cost out of their supply chains by 
seeking out more competitive providers in low cost 
markets, they can simultaneously drive risk into 
their business. 

To manage the risks effectively, companies need 
to develop a better understanding of their supply 
chains. By gathering this information, companies 
are also more likely to have a more constructive 
relationship with their brokers and insurers. For 

their part, insurers need to be confident about 
risks for which they are asked to provide cover, 
and this can only happen effectively when 
knowledge and information on their clients’ supply 
chains is made more readily available. In order to 
better understand these risks, ACE has recently 
developed ‘CatWeb’, a new online mapping tool to 
help clients better understand their catastrophe-
related risk exposures by giving a quick global 
overview of the client’s own and wider supply chain 
exposures. 

One expert who spoke to ACE for this report 
argues that companies should redevelop their 
risk analysis and identify exposures among both 
suppliers and suppliers’ suppliers. “Companies 
need to follow the financial situation of their 
suppliers,” he says. “They need to look at their 
subcontracts to see whether they have any recourse 
against the suppliers of another supplier.” 

In addition, consolidation in the supplier base 
means that companies are increasingly reliant on a 
small group of key suppliers. “If something happens 
to a critical supplier, companies will be exposed to a 
larger financial loss,” says Mr Bekouw. 
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Identifying interdependencies 
in the supply chain remains a 
major challenge.
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insurance solutions for different aspects of risk

Almost two in three companies say that they have 
an insurance policy that covers some elements of 
infrastructure and supply chain risk (see chart 5), 
more than any other risk category measured in  
this barometer. 

Perhaps, given the range of specific issues this 
category	embraces,	this	isn’t	surprising.	However,	

Trevor Maynard, head of exposure management 
and reinsurance at Lloyd’s, believes that many 
companies still may underestimate the likely 
financial costs of supply chain risks as they have 
not yet experienced a ‘definitive’ supply chain 
event. “We know that there is supply chain risk, yet 
the actual losses for any one event can be difficult 
to quantify,” he notes. “But once it gets above a 
certain threshold, losses could be significant.”4 

Infrastructure and supply chain risk

Business travel risk

D&O risk

Environmental risk

Export risk

Cyber risk

Terrorism and political violence risk

64

56

   53

51

46

44

35

% respondents

chart 5: Do you have an insurance policy in place for the following risks? chart shows percentage 
of respondents who say they have. 

sector perspectives: infrastructure and supply 
chain risk

chart 6: sectors most concerned about the 
financial impact of infrastructure and supply 
chain risk:

Most sectors in the survey rank infrastructure 
and supply chain risk among their top three risk 
categories in terms of expected financial impact. 
It is the number one risk category overall for retail, 
and industrial equipment and manufacturing. 
Without an effective supply chain, retail 
companies  
cannot operate, so it comes as no surprise that it 
is high on their agenda. Many industrial equipment 
and manufacturing companies have highly 
complex supply chains, consisting of secondary, 
and often tertiary, suppliers. Gaining visibility over 
these complex supply chains is highly challenging, 
which explains why this category of risk is seen  
as so important.

70
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60%
55%
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ENvIROMENTAL
RISK 
Key conclusions:

•  Almost three-quarters of businesses say their 
shareholders are taking environmental risk more 
seriously.

•		Water	and	air	pollution	are	among	the	top	three	
concerns of companies, but business interruption 
is number two, showing that managers are 
increasingly aware of the wider ramifications of  
an environmental incident.

•		Our	findings	point	to	confusion	on	the	part	of	
companies about environmental liability insurance 
coverage and to the need for better education and 
information from the insurance market.

Environmental liability risk has been climbing 
inexorably up the corporate agenda, gaining the 
attention of boards as companies respond to 
rising pressure from regulators and stakeholders 

to demonstrate that they are fulfilling their 
environmental responsibilities. Overall, 
environmental risk is perceived as the second 
biggest concern in terms of its potential financial 

impact. But it is the number one risk category for 
a number of sectors, including oil and gas, utilities, 
and travel and transportation.

In many ways, it is unsurprising that environmental 
risk ranks so highly. The cost of environmental 
damage caused by the world’s three thousand 
largest publicly listed companies is estimated 
to	amount	to	$2.15	trillion,	equal	to	50%	of	the	
companies’ combined earnings.5 Increasingly, 
however, environmental risk is an issue affecting all 
businesses, and not just the largest or traditionally 
‘polluting’ ones.

increasing regulatory and shareholder attention

Regulation has an important role to play in this. 
Aon estimates that there are currently more than 
17,000 separate environmental regulations that 
address air, water, land and soil contamination 
around the world.6 But there is only limited 
alignment between the US’s Natural Resource 
Damage	Assessment	(NRDA)	process	and	the	
EU’s	Environmental	Liability	Directive	(ELD),	which	
requires companies to notify authorities and 
undertake preventive or remedial measures if 
environmental damage is threatened or occurs. 

Charles	Beresford-Davies,	managing	director	of	
the UK risk management practice at Marsh, says 
the financial impact of environmental risk can be 
considerable, especially for public companies: “In 
the US, there is a long-standing propensity for 
litigation in these matters, but now, even in the UK, 
we have seen significant regulatory developments 
that aim to hold people accountable.”

Indeed, stakeholders have been paying significantly 
more attention to environmental risk. Almost 
three-quarters of the companies surveyed say their 
shareholders are taking environmental risk more 
seriously (see chart 7). 

Companies are also under little illusion that dealing 
with environmental risk is their own responsibility. 
Some	three	out	of	four	respondents	(74%)	believe	
companies should take their own environmental 
responsibilities seriously and not rely on 
government support (see chart 7). 
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Almost three-quarters of 
the companies surveyed say 
their shareholders are taking 
environmental risk more 
seriously. 
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chart 7: Do you agree or disagree with the 
following statements? 

companies should take their own 
environmental responsibilities seriously and 
cannot rely on government support.

our shareholders are taking environmental 
risk increasingly seriously.

water and air pollution and business 
interruption are key concerns

Water and air pollution are the two pollution risks 
that cause companies the greatest concern (see 
chart 8). 

The majority of water pollution claims are related 
to the inadvertent contamination of ground water, 
an issue that can affect any company. 

“A recent example of inadvertent water 
contamination is provided by a claim we received 
from a hotel, which had a heating oil tank that had 

an underground line failure, resulting in extensive 
groundwater contamination,” says Emma Bartolo, 
environmental	risk	manager	for	ACE	UK	&	Ireland.	
“Under	the	ELD,	companies	are	required	to	‘foot	
the bill’ for an environmental damage they cause 
and for restoring the habitat back to its previous 
condition – and this can take a long time to 
achieve.	The	remedial	requirement	of	the	ELD	
adds considerable cost to the polluting company 
and without appropriate financial cover, the costs 
can be crippling,” she says. 

Business interruption is seen as the second most 
worrying aspect of environmental risk, suggesting 
that companies increasingly see the big picture 
implications beyond the environmental incident 
itself. An environmental incident can all too easily 
bring production and business operations to a halt, 
while access may be restricted and damage to 
reputation can distract management from carrying 
on business as usual. 
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confusion about insurance solutions

Half	of	the	businesses	in	our	study	believe	they	
are insured for environmental risk. Nevertheless, 
ACE’s extensive global experience suggests that 
this figure could well be markedly lower in reality 
because many businesses incorrectly believe 
environmental risk is covered by another insurance 
policy when it may not be. 

These findings reinforce our view that there is 
confusion over definitions, solutions, exclusions 
and the overall language used by the insurance 
market on the subject of environmental risk. The 
priority for insurers and brokers must therefore 
be to improve education, understanding and 
communication with clients on this increasingly 
important area of emerging risk.

sector perspectives: Environmental risk

chart 9: sectors most concerned about the 
financial impact of environment risk:

Environmental risk is the number one emerging 
risk for six out of the 13 sectors surveyed for 
this report. It is of greatest concern to real estate 
companies, life sciences firms, and the engineering 
and construction sector. 

The fact that real estate companies now top the 
chart rather than the traditional polluting industries 
such as chemical manufacturers, extractive or 
industrial businesses demonstrates how companies 
are becoming more aware of their potential 
exposure. Contrary to media reports, the majority 
of pollution incidents are linked to accidental water 
or ground contamination by property owners.

All companies have a potential exposure, and 
increasingly they must ensure that they comply 
with strict environmental legislation, which forces 
them to manage and repair any damage to the 
natural habitat. 

chart 8: which of the following aspects of environmental risk currently cause you the  
greatest concern?
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CyBER RISK 
Key conclusions:

•		Despite	concerns	about	more	exotic	external	
threats such as hacking and viruses, almost  
two-thirds of respondents recognise that the 
biggest threats to cyber security are often 
internal. 

•		38%	think	businesses	will	only	take	cyber	risk	
seriously when the law forces them to do so, 
but with new EU legislation on data protection 
coming soon, many may not be adequately 
prepared.

•		Companies	must	not	make	cyber	risk	the	
responsibility of the IT function alone and 
effective risk management requires a cross-
disciplinary approach. 

Hardly	a	week	goes	by	without	a	high-profile	story	
of a major cyber risk incident. In one recent case, 
hackers in India hijacked The New York Times website 
and parts of Twitter on behalf of Syrian government 
sympathisers.7 In September 2013, Vodafone 
announced that personal and banking details of more 
than two million customers in Germany were stolen 
as a result of a “highly sophisticated” cyber attack. 

Meanwhile, according to a recent survey conducted 
on	behalf	of	the	UK	Department	for	Business	
Innovation	and	Skills	(BIS),	87%	of	companies	
have reported a data breach in 2013. The average 
reported cost of a data breach in terms of business 
disruption and remedial costs is now £35,000, 
rising to £65,000 in the worst instance. These costs 
could rise dramatically under the EU’s proposed 
amendments to data protection regulation. For the 
most serious breaches, companies can expect fines 
of	up	to	5%	of	their	turnover.8 “The new regulations 
are still far from being enacted, but organisations 
would be well advised to start to tackle the issue now 
and not wait for the new regulations to come”, says 
Gilbert Flepp, Cyber Risks Manager for Continental 
Europe at ACE. “When performing interviews and risk 
assessments about cyber risks across Europe, we see 
a strong correlation between enterprises with a clear 
vision and strategy and those who are revisiting and 
strengthening their security governance.”

It is therefore no surprise that companies are more 
worried than ever about cyber risk. According to 
ACE’s research, this ranks joint third in terms of its 
expected financial impact on the business over the 
next two years.

Great breadth of drivers of risk

Data	privacy	and	cyber	security	present	two	
critical challenges for businesses, institutions and 
governments. First, they need to protect their own 
data from competitors and cybercriminals. Second, 
they need to safeguard the personal data of their 
customers, clients, patients, employees, and 
suppliers. Commercial gain and legal compliance 
give organisations a dual incentive to address these 
challenges, especially since they could be fined or 
sued if they fail to keep personal data private. 

One of the key challenges associated with cyber 
risk is its sheer breadth. “Cyber risk can mean 
different things to different people and the 
risks associated with it are so diverse,” says Mr 
Beresford-Davies.	“It	covers	everything	from	data	
security, personal information and cyber crime to 
media liability.”

Indeed, the costs associated with criminal cyber 
activity may be as much as $140bn a year in the 
US alone, according to a 2013 report from cyber 
security firm McAfee (Threats Prediction, 2013). 
In the US, at least 470 companies, government 
agencies and other institutions had material 
breaches of their computer networks in 2012. The 
average loss per incident was $9.4m, according 
to a study from the Ponemon Institute, a research 
centre focused on information security.9 
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Viruses, hacking and data theft are the key 
concerns 

Companies are most concerned about viruses, which 
replicate by inserting copies of themselves into other 
computer programs (see chart 10). A recent example 
was the Stuxnet virus, a malicious code that attacked 
the Siemens controllers used in Iran’s nuclear 
facilities. Companies are also concerned about 
hacking; almost two out of five survey participants 
(38%)	worry	about	the	ability	of	hackers	to	exploit	
weaknesses in a computer system or network, often 
with	malicious	intent.	Data	theft	by	third	parties	is	
the	third	most	important	concern	(37%).	

Leaving	behind	the	Hollywood-style	threat	of	hacking	
and other external risks, however, nearly two-thirds 
of	respondents	(63%)	believe	the	biggest	cyber	risk	
will come from employees and internal processes, 
not criminals (see chart 11). 

Iain Ainslie, technology and cyber underwriter at 
ACE European Group, says they are right. The media 
focuses on hackers because it makes a good story,” 
he says. “But a lot of these risks are non-malicious, 
like the accidental disclosure of personal information 
by	NHS	trusts,	police	authorities	or	commercial	
organisations.	Half	the	time	it’s	staff	losing	a	laptop	
or emailing sensitive data to the wrong person. 
Companies need to shift their focus onto internal 
procedures, training and awareness.”

Viruses/Deliberate introduction of malware

Hacking/Denial of service attacks

Data theft by third parties

Data theft by staff

Operational error

Business interruption (e.g. loss of key business applications)

Accidental loss or theft of device (e.g. phone or tablet)

49

38
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30
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28

27

Computer fraud

Violation of customer privacy/data security breach 22

26
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chart 10: which of the following aspects of cyber risk currently cause you the greatest concern? 
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chart 11: Do you agree or disagree with the following statements?

Employees and internal processes pose the 
biggest cyber risks – not criminals.

Businesses will only take cyber risk 
seriously when the law forces them to.
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Julia	Graham,	director	of	risk	management	and	
insurance	at	law	firm	DLA	Piper	and	president	of	
FERMA, echoes this: “Some businesses excessively 
focus on criminal activity, but information is more 
frequently lost because businesses do not manage 
security through their own people, who are not 
effectively informed, educated and managed – 
and organisations need to address this and treat 
this as a priority.”

Cyber risk poses a particular challenge for companies 
as it is a responsibility that falls across both the 
IT and risk departments. This creates the danger 
that it will fall between the cracks, with no one 
willing to take overall responsibility for it. “It’s a 
dilemma,” remarks Mr Ainslie. “CROs don’t feel they 
understand IT, and IT doesn’t understand the impact 
on procedures, which is not a technical issue. For 
example, what would be the impact if the business 
were	unable	to	communicate	via	email	for	two	days?	
When they’ve just implemented a system, it’s hard for 
IT to admit that it has vulnerabilities, as all systems 
do. A real solution requires a joint approach.”

The message to take away is that cyber issues 
cannot be the responsibility of the IT function alone 

and the systemic nature of the risks demands a 
cross-disciplinary approach, with the IT and risk 
management functions working closely alongside 
the business to identify, assess and mitigate key 
exposures. 
 
In	addition,	38%	of	respondents	believe	that	
businesses will only take cyber risk seriously when they 
are legally required to do so (see chart 11). “Under US 
law, if you have a data breach, you have to write to 
all the affected parties, and insurance covers those 
costs,” notes Mr Maynard. “As we get more regulation 
in Europe, we can expect to see more companies 
insure themselves against cyber risk on this side of the 
Atlantic.” It seems from our study that many European 
companies may not yet be ready for changes that will 
be implemented very soon nearer to home. 

44%	of	respondents	have	some	element	of	insurance	
cover for cyber risk – the second lowest level 
among the risk categories we surveyed. According 
to Mr Maynard, this is partly because companies 
underestimate the risk. “If directors could better 
imagine how broadly and devastatingly cyber attacks 
and data breaches can impact the business, they would 
definitely think about getting more cover,” he says.

sector perspectives: cyber risk

chart 12:  sectors most concerned about 
financial impact of cyber risk:

Cyber risk is the top concern for two sectors: 
communications, and media and entertainment. 
For financial services companies, it is the second 
ranked category. Although all sectors are exposed 
to cyber risk, communications firms face growing 
problems as more and more commercial activity 
– including banking – shifts to mobile devices. As 
the operators of networks, telecom businesses 
are under significant pressure to demonstrate that 
they are taking steps to prevent cyber risks, such 
as hacking and identity theft.
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DIRECTORS AND
OFFICERS (D&O)
LIABILITy RISK 
Key conclusions:

•		Reporting	errors	are	the	number	one	D&O	concern,	
accelerated to the spotlight by the global financial 
crisis.

•		Almost	two-thirds	of	companies	say	their	directors	are	 
putting	D&O	insurance	arrangements	under	greater	
scrutiny post-crisis.

•		Only	50%	have	insurance	in	place	compared	to	60%	
of their larger peers. 

Today, directors and officers are personally responsible 
for a daunting array of issues, including health and 
safety, data and environmental protection, fraud and 
negligence, allegations of corruption, employment-
related claims, infringement of intellectual property, 
and maintenance of satisfactory accounts. In addition 
to the burden of legislation, shareholders and 
employees have become more aware of their rights. 

Despite	the	growing	risk,	there	is	a	danger	of	
complacency. Companies may think they have done 
their	due	diligence	on	D&O	insurance	after	the	
advent of Sarbanes-Oxley legislation in the US, but 
the risk environment has moved on since then. This 
means that companies may be failing to appreciate 
the implications of the global financial crisis and 
subsequent recession on the risk environment for a 
company’s senior executives. 

Equally, however, companies need to pay attention 
to the more mundane risks. Although issues such 
as bribery are currently attracting a lot of attention, 
as yet there have been no prosecutions under the 
UK Bribery Act, for example. This should not be 
cause for complacency, as the director-general of 
the Serious Fraud Office has said that there are a 
number of cases under development.10 But it should 
remind companies that, in addition to the risks, like 
bribery and corruption, which capture media attention, 
there are others, such as reporting errors, that cause 
problems much more frequently.
Globalisation a key driver of changing D&o risk
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Directors	and	officers	have	also	become	more	
concerned about exposure to potential liabilities 
not only in their home markets, but in all countries 
where their companies operate, as they can 
find themselves liable for decisions made many 
thousands of miles away from head office, often 
by subsidiaries or suppliers. Globalisation may be 
causing risk levels to shift. 

The recent attention that GlaxoSmithKline has 
received as a result of bribery accusations in 
China highlights one particular area of overseas 
risk that has been receiving a lot of attention in 
recent months. Accusations of this nature can be 
extremely damaging. GSK recently announced a 
significant fall in profits in China – likely linked to 
the scandal.11

Bribery has become more of a focus both in 
Europe and the US. The UK Bribery Act, for 
example, which took effect in 2010, makes it a 
criminal offence to give or receive a bribe and a 
corporate offence to fail to prevent bribery. Several 
European countries have also made changes 
to their legal systems that make it easier for 
aggrieved shareholders to bring actions against 
directors and officers. 

reporting errors is the number one worry

Nearly half of the companies polled identified 
reporting error as their top worry (see chart 14). 
This is no doubt fuelled by high-profile reporting 
failures, such as those at Royal Bank of Scotland, 
which was recently hit with a £5.6m penalty for 
failing to report properly almost 45 million trades. 
Other areas of concern include bribery, fraud and 
corruption,	which	were	cited	by	45%	of	survey	
participants as a major issue. Claims can come 
from a wide range of third parties, including 
government and regulatory bodies, employees  
and ex-employees, shareholders, co-directors, 
customers, suppliers, creditors, auditors, 
liquidators and prosecution authorities. 

One	of	the	key	challenges	in	managing	D&O	risk	
is that it can arise from pretty much anywhere in 
the business. “Supply chain risks can potentially 
lead	to	D&O	loss	for	example,”	says	Mr	Maynard.	
“Or, if share prices move adversely for any reason 
and if directors are at fault, then the terms and 
conditions might be triggered.”

Reporting errors

Bribery, fraud and corruption

Action from regulators

Breach of contract

Tax issues

Shareholder lawsuits

Employee actions (e.g. harassment, wrongful dismissal
suits or actions)
Creditor/Liquidator actions in relation to bankruptcy
procedure  

49
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36

35

27

21

19
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chart 14: which of the following aspects of D&o risk currently cause you the greatest concern? 
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The	extent	of	D&O	risk	is	even	making	it	more	
difficult to find directors who are willing to take on 
these risks. More than two out of five respondents 
agree that concerns about personal liability were 
discouraging non-executive directors from taking 
board positions at their companies (see chart 13). 

chart 13: Do you agree or disagree with the 
following statements?

concern about D&o risks is discouraging 
non-executive directors from taking board 
positions at our company.

Directors at our company are placing our D&o 
insurance arrangements under increasing 
scrutiny.

increasing attention being paid to insurance 

Just	over	half	of	the	companies	polled	(53%)	say	
that	they	have	insurance	cover	for	D&O	risks,	and	
a	similar	number	(50%)	acknowledge	that	D&O	
insurance is important to their risk management 
strategy.	Companies	in	Italy	and	Spain	(63%)	and	
firms	with	sales	of	more	than	$1bn	(60%)	are	most	
likely	to	have	D&O	risk	insurance	in	place.	The	
corollary of this, however, is that levels of insurance 
cover at smaller companies are lower and only 
50%	of	those	with	revenues	between	$250m	
and $1bn say they have a policy in place. Smaller 
companies may feel that they are less exposed to 
D&O	risks	than	larger	ones,	but	it	is	not	just	large	
companies	that	endure	D&O	liability	events.

As companies expand their geographical footprint, 
they also need to ensure that their insurance 
arrangements are compliant with tax and regulatory 
requirements. 

“This can be a challenge when many regulatory 
authorities are increasingly seeking to make sure 
that the insurance complies with the local legal 
system,”	says	Nadia	Côté,	country	president	for	
ACE in France. Typically, many businesses have 
responded	by	buying	a	single	global	D&O	insurance	
policy, but this may not provide the full protection 
they expect across a growing range of markets. 
For many companies, it may be sensible to 
consider the need to design and implement a 
more robust global programme that includes local 
insurance policies for subsidiaries and affiliates 
where regulations are more complex.

 As a result of all this, two-thirds of the companies 
surveyed	say	they	are	scrutinising	D&O	insurance	
arrangements more closely. “Companies need to 
reassess their risks to ensure they meet the local 
requirements of the countries where they conduct 
business,”	emphasises	Ms	Côté.
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sector perspectives: D&o risk

chart 15: sectors most concerned about 
financial impact of D&o risk:

Although	joint	third	overall,	D&O	risk	is	the	
number one category for professional services 
and financial services firms. Services companies, 
including law firms, accountancy firms and 
others, have an inherently high exposure to 
D&O	risks.	They	can	often	find	themselves	the	
targets of claims related to a range of issues, 
including compliance failures, malpractice and 
insider trading. Since the financial crisis, financial 
institutions have also been in the firing line 
for	D&O	claims,	with	a	number	of	institutions	
including	Northern	Rock,	Deutsche	Bank	and	RBS	
finding themselves on the receiving end of lawsuits 
from disgruntled shareholders.
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(2)  MENA: United Arab Emirates, Egypt, Bahrain, Saudi Arabia, 

Pakistan, Turkey
(3) Southern Europe: Italy, Spain



The opinions and positions expressed in 
this report are not intended to provide 
legal or other expert advice. It is 
presented as information only. Readers 
should consult legal counsel or other 
experts, as applicable, with any specific 
questions they may have. Any references 
to insurance policy provisions are not 
intended to amend or alter any final 
policy or contract. The terms and 
conditions of the ultimate, final policy or 
contract will govern the rights and 
obligations of the parties.
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